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Disclaimer 17 

 18 

The information in this publication is freely available for reproduction and use by any recipi-19 

ent and is believed to be accurate as of its publication date.  Such information is subject to 20 

change without notice and the Open Cloud Connect (OCC) is not responsible for any errors.  21 

The OCC does not assume responsibility to update or correct any information in this publica-22 

tion.  No representation or warranty, expressed or implied, is made by the OCC concerning 23 

the completeness, accuracy, or applicability of any information contained herein and no lia-24 

bility of any kind shall be assumed by the OCC as a result of reliance upon such information. 25 

 26 

The information contained herein is intended to be used without modification by the recipient 27 

or user of this document.  The OCC is not responsible or liable for any modifications to this 28 

document made by any other party. 29 

 30 

The receipt or any use of this document or its contents does not in any way create, by impli-31 

cation or otherwise: 32 

a) any express or implied license or right to or under any patent, copyright, trademark or trade 33 

secret rights held or claimed by any OCC member company which are or may be associ-34 

ated with the ideas, techniques, concepts or expressions contained herein; nor 35 

b)any warranty or representation that any OCC member companies will announce any prod-36 

uct(s) and/or service(s) related thereto, or if such announcements are made, that such an-37 

nounced product(s) and/or service(s) embody any or all of the ideas, technologies, or 38 

concepts contained herein; nor 39 

c) any form of relationship between any OCC member companies and the recipient or user of 40 

this document. 41 

 42 

Implementation or use of specific Cloud Ethernet standards or recommendations and OCC 43 

specifications will be voluntary, and no company shall be obliged to implement them by vir-44 

tue of participation in the Cloud Ethernet Forum. The OCC is a non-profit international or-45 

ganization accelerating industry cooperation on Cloud Ethernet technology. The OCC does 46 

not, expressly or otherwise, endorse or promote any specific products or services. 47 
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1. Introduction 239 

In recent years, types of user devices and applications for cloud services have grown rapidly with 240 

little standardization. The users prefer services that are on-demand, scalable, survivable and se-241 

cure with usage-based billing.  In order to meet these demands, service providers need to be able 242 

to quickly create the services and utilize their resources effectively [1]. Cloud Services are aimed 243 

to support these objectives. 244 

In addition to Cloud initiatives, network function virtualization (NFV) by ETSI [40], overlay 245 

networks by Network Virtualization Overlays (nvo3) of  IETF [38], and auto-provisioning of re-246 

sources and separation of data and control planes via Software-Defined Networking (SDN) by 247 

Open Networking Foundation (ONF) [41] are also aimed to improve efficiency in resource utili-248 

zation and network operations.  Cloud Services consist of physical and virtual resources which 249 

may employ virtualization, overlay and SDN techniques defined by ETSI, IETF and ONF.   250 

The US National Institute of Standards and Technology (NIST) [2] defined a generic high level 251 

conceptual model for the development of cloud computing architectures and a companion taxon-252 

omy.  The OCCôs charter is to define standards and terms for Cloud Services including those 253 

based on Carrier Ethernet.  This document describes Cloud Services, actors, architectures, and 254 

standard interfaces for Cloud Services.  255 

To better describe the interfaces, connections, connection termination points and services pro-256 

vided in this document,  examples of possible attributes and features are used.  These attributes 257 

and features are only examples and not requirements at this time, although many of the items 258 

could become requirements in future documents.  The reader must pay attention to where items 259 

are described as possible attributes and features and not infer possible items as hard require-260 

ments. 261 

2. Terminology and Acronyms 262 

This section defines the terms used in this document.  In many cases, the normative definitions to 263 

terms are found in other documents.  The third column in Table 1 is used to provide the reference 264 

for the definitions. 265 

 266 

Terms Definitions Reference 

AIS Alarm Indication Signal  

BWP Bandwidth Profile MEF 10.3[17] 

CaaS Communication as a Service - A category of cloud ser-

vices where the capability provided to the cloud service 

user is to use real-time communication and collaboration 

services. 

 ITU-T Y.3500 [81] 

and FG Cloud TR, 

v1.0 [3]  

cCcPI Cloud Carrier Cloud Provider Interface This document 
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CDN Content Delivery Network  

C-VLAN  Customer VLAN IEEE 802.1Q [30] 

Carrier Ethernet 

Network (CEN) 

A network from a Service Provider or network Operator 

supporting the MEF (Metro Ethernet Forum) service and 

architecture models. 

MEF12.2[56] 

CE Customer Edge which is a user device supporting cSUI. 

It can be an equipment provided by a cSP or an equip-

ment selected by the user, that may contain Virtual Ma-

chines (VMs). 

This document 

Cloud Consumer A person or organization that maintains a business rela-

tionship with and/or uses service from a Cloud Service 

Provider via a Cloud Service User Interface (cSUI). 

This document 

Cloud Service 

User  

A person or organization that maintains a business rela-

tionship with and/or uses service from a Cloud Service 

Provider via a Cloud Service User Interface (cSUI). 

This document 

Cloud Carrier An intermediary that provides connectivity and transport 

between Cloud Providers and Cloud Consumers or be-

tween Cloud Providers. 

This document 

Connection Start 

Time   

Connection Start Time  indicates the time at which a re-

quested connection is established. 

This document 

Connection Start 

Interval 

Connection Start Interval indicates the acceptable inter-

val after the Start Time during which the connection re-

quest can be made. 

This document and 

[66] 

Connection Dura-

tion    

Connection Duration  indicates the time interval for 

which the requested connection remains in effect before 

automatically torn down. 

This document 

Connection Peri-

od    

Connection Period indicates the time interval at which 

the connection request is to repeat. 

This document and 

[66] 

CoS Class of Service MEF 10.3 [17] 

CoS ID Class of Service Identifier MEF 23.1 [47] 

   

Cloud Provider 

(cP) 

An entity that is responsible for making cloud applica-

tions available to Cloud Consumers (Cloud Service Us-

ers). 

NIST Special Publi-

cation 500-291 [2] 
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cSC (Cloud Ser-

vice Connection) 

A connection between two users or between a user and a 

virtual machine (VM)  or between two machines or VMs 

provided by a Cloud Service Provider and its associated 

entities. 

This document 

cSC-c (Cloud 

Carrier Connec-

tion) 

The segment of cSC within the boundaries of a Cloud 

Carrier. 

This document 

cSC-p (Cloud 

Provider Connec-

tion) 

The segment of cSC within the boundaries of a Cloud 

Provider. 

This document 

cSC-cp The segment of cSC within the boundaries of a Cloud 

Service Provider where cSC crosses multiple Cloud Ser-

vice Providers 

This document 

cSGW Cloud Service Gateway This document 

cSI Cloud Service Interface (cSI) is the interface of a Cloud 

Service application supporting entity of a Cloud Provider 

such as VM. 

This document 

cSO Cloud Service Operator is an operator that provides a 

part of the end-to-end Cloud Service which is provided 

by a Cloud Service Provider. 

This document 

cSP (Cloud Ser-

vice Provider) 

An entity that is responsible for the creation, delivery and 

billing of cloud services, and negotiates relationships 

among Cloud Providers, Cloud Carriers, Cloud Service 

Operators, and Cloud Consumers. It is the single point of 

contact for the consumer. 

This document 

cSCTP (Cloud 

Service Connec-

tion Termination 

Point) 

A logical entity that originates or terminates cSC  at a 

logical user or machine interface. 

This document 

cSI Demarcation Point between Cloud Service Providing en-

tity such as a server or VM, and Cloud Service Provider. 

This document 

cSPcSPI Cloud Service Provider Cloud Service Provider Interface This document 

cSPcSPI-P cSPcSPI Provider (Functional Element) This document 

cSC-csp Cloud Service Provider Connection This document 

cSC-csp-TP Cloud Service Provider Connection Termination Point This document 

cSC-cp-TP Cloud Carrier-Provider Connection Termination Point This document 
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cSUI Demarcation Point between a Cloud Consumer and 

Cloud Service Provider. 

This document 

cSUI-C cSUI Client (Functional Element) This document 

cSUI-P cSUI Provider (Functional Element) This document 

Data Center (DC) A data center is an infrastructure equipped with servers, 

storage, network devices along with power and air condi-

tioning systems designed for supporting cloud applica-

tions. 

This document. 

DDoS Distributed Denial of Service   RFC4732[59] 

DEI Discard Eligibility Indicator IEEE 802.1Q [30] 

DLP Data Loss Prevention  

DSCP Differentiated Service Code Point RFC 2474[60] 

Durable Reduced 

Availability 

(DRA) Storage 

Buckets 

Durable Reduced Availability storage bucket is a lower 

cost and lower availability storage bucket providing the 

same durability as Cloud Storage buckets. 

This document and 

[63] 

E-Access Ethernet Access Service MEF 33 [21] 

ENNI External Network Network Interface MEF 4[57] 

EI External Interface MEF 4 [57] 

Dynamic Block 

Store (DBS) 

Dynamic Block Store is the persistent block level storage 

volumes that are automatically replicated within its 

Availability Zone offering the consistent and low-latency 

performance. 

This document and 

[64] 

EVC Ethernet Virtual Connection MEF 10.3 [17] 

FCS Frame Check Sequence IEEE 802.1Q [30] 

Hypervisor A software, firmware or hardware running on a server  

that enables creation of virtual machines and runs them. 

This document 

IaaS Infrastructure as a Service is a category of cloud services 

where the capability provided by the cloud service pro-

vider to the cloud service user is to provision processing, 

storage, intra-cloud network connectivity services (e.g. 

VLAN, firewall, load balancer, and application accelera-

tion), and other fundamental computing resources of the 

cloud infrastructure where the cloud service user is able 

to deploy and run arbitrary applications. 

NIST  Special Publi-

cation 500-291 [2] 

and ITU-T FG Cloud 

TR, v1.0 [3] 

ICMP Internet Control Message Protocol  
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IPSec ESP Internet Protocol Security Encapsulating Security Pay-

load  

 

L2CP Layer Two Control Protocol MEF 10.3[17] 

LAN Local Area Network IEEE 802 [4] 

LLC Logical Link Control ISO/IEC 8802-2 [65] 

LSP Label-switched Path  

MAC Media Access Control IEEE 802 [4] 

MCF MAC Convergence Function IEEE 802.1Q [30] 

MEG Maintenance Entity Group ITU-T Y.1731[15] 

MEG Id An identifier for a MEG, unique over the domain that 

SOAM is to protect against the accidental concatenation 

of service instances which is quivalent to the IEEE term 

Maintenance Association Identifier (MAID). 

ITU-T Y.1731[15] 

MPLS Multiprotocol Label Switching   

MTU Maximum Transmission Unit  

NaaS  An entity or a group of entities that deliver (s ) assured, 

dynamic cloud connectivity services via virtual, or virtu-

al and physical service end points orchestrated over mul-

tiple operatorsô networks. 

This document 

and [74] 

NE Network Element  

NID Network Interface Device  

NVA (Network 

Virtualization 

Authority) 

The  entity that provides address mapping and other in-

formation to NVEs 

RFC7365[38] 

Network Virtual-

ization Edge 

(NVE) 

An NVE is the network entity that  sits at the edge of an 

underlay network and implements L2 and/or L3 

   network virtualization functions 

RFC7365  [38] 

OVC Operator Virtual Connection MEF 26.1[22] 

PaaS A category of cloud services where the capability pro-

vided to the cloud service user is to deploy user-created 

or acquired applications onto the cloud infrastructure us-

ing platform tools supported by the Cloud Provider. 

NIST Special Publi-

cation 500-291 [2] 

and ITU-T FG Cloud 

TR, v1.0 [3] 

PCP Priority Code Point IEEE 802.1Q [30] 
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Protocol Data 

Unit (PDU) 

Information that is delivered as a unit among peer entities 

of a network and that may contain control information, 

such as address information, or user data. 

 

REST API Representational State Transfer Application Program-

ming Interface 

 

RMP Rooted Multipoint MEF 10.3[17] 

RDI Remote Defect Indicator RFC6428 [82] and 

MEF 30.1 [25] 

SaaS Software as a Service is a category of cloud services 

where the capability provided to the cloud service user is 

to use the cloud service providerôs applications running 

on a cloud infrastructure. 

NIST  Special Publi-

cation 500-291 [2] 

and ITU-T FG Cloud 

TR, v1.0 [3] 

SCTP Stream Control Transmission Protocol   

SLO Service Level Objective The same as Service 

Level Specification 

(SLS) as in MEF 

23.1 [47] and MEF 

6.2 [70] 

S-VLAN  Service VLAN (also referred to as Provider VLAN) IEEE 802.1Q [30] 

SLS Service Level Specification MEF 10.3[17] 

SSL  Secure Sockets Layer  

SSL VPN Secure Sockets Layer Virtual Private Network  

TCP-AO Transmission Control Protocol- Authentication Option   

TCP SYN Transmission Control Protocol Synchronize  

Tenant The customer using a virtual network and any associated   

resources (e.g., compute, storage and network).  A tenant 

could be an enterprise, or a department/organization 

within an enterprise. 

RFC7365  [38] 

Tenant System A physical or virtual system that can play the role of a 

host, or a forwarding element such as a router, switch, 

firewall, etc. It belongs to a single tenant and connects to 

one or more VNs of that tenant. 

RFC7365 [38] 

TLS Transport Layer Security  

UDP User Datagram Protocol   

UNI User Network Interface MEF 4 [57] 
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UNI-C UNI - Client (Functional Element) MEF 4[57] 

UNI-N UNI - Network (Functional Element) MEF 4 [57] 

VAPs (Virtual 

Access Points) 

A logical connection point on the NVE for connecting a 

Tenant System to a virtual network.  

RFC7365 [38] 

VLAN  Virtual LAN IEEE 802.1Q [30] 

VLAN ID  VLAN Identifier IEEE 802.1Q [30] 

VM (Virtual Ma-

chine) 

A VM is an emulation of a particular computer system, 

operating in a real or hypothetical computer, its imple-

mentation may involve specialized hardware, software, 

or a combination of both,  providing a complete substi-

tute for the targeted real machine and a level of function-

ality required for the execution of a complete operating 

system that can  execute a single computer program.  

This document 

VM Orchestration 

System 

The system that manages server virtualization across a 

set of servers such as VMware's vCenter Server or Mi-

crosoft's System Center Virtual Machine Manager 

draft-ietf-nvo3-arch-

01.mht [39] 

VM Portability  It is being able to move VM to another site or zone, or 

moving data/applications from one server to another 

This document 

VUNI Virtual UNI MEF 28 [24] 

                                            Table 1: Terminology and Acronyms 267 

3. OCC Architecture Model 268 

The key actors of the OCC architecture for Cloud Services are depicted in Figure 1 where a 269 

Cloud Service Provider is responsible for providing an end-to-end Cloud Service to a Cloud 270 

Consumer (i.e. customer) using Cloud Carrier(s) and Cloud Provider(s). 271 

   272 

 273 



  CEF Reference Architecture 

OCC 1.0 © The Cloud Ethernet Forum 2014.  Any reproduction of this document, or any portion thereof, shall contain the 

following statement: "Reproduced with permission of the Cloud Ethernet Forum."  No user of this document is 

authorized to modify any of the information contained herein. 

Page 8 

 

 274 

 275 

 276 

 277 

Figure 1: Cloud Service Actors 278 

A Cloud Consumer interfaces to a Cloud Service Provider (cSP)ôs facilities via a standards inter-279 

face called Cloud Service User Interface (cSUI) (Figure 2) which is a demarcation point between 280 

the Cloud Service Provider and the Cloud Consumer1.  From this interface, the consumer estab-281 

lishes a connection, Cloud Service Connection (cSC), with a Cloud Provider (cP) entity provid-282 

ing the application (Figure 3) where the cP entity can be a virtual machine (VM) with Cloud 283 

Service Interface (cSI) or a physical resource such as storage with a cSUI.   In addition, a cSC 284 

can be between two Cloud Provider entities (Figure 4) or between two Cloud Consumers (Fig-285 

ures 6 and 9). 286 

 287 

                                                 
1 The user in Figure 2 can be an enterprise with multiple users sharing the same cSUI where CE may represent a 

gateway device. The CE contains all of the functional elements to request services from a cSP.  It could be a physi-

cal equipment, a VM, or a collection of VMs with a virtual switch.  Individual functional elements in a CE may be 

either entirely in the user domain, or may be entirely in the cSP domain (and managed by the cSP).  
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 288 

 289 

Figure 2: cSUI functionalities are distributed between Customer Edge (CE) and cSP as cSU-C 290 

and cSUI-P. 291 

When a cSC is between a Cloud User and a cP physical or virtual resource, the cSC is estab-292 

lished between two Cloud Service Connection Termination Points (cSCTPs) residing at the user 293 

interface (i.e. cSUI) and the cP interface (i.e. cSUI or cSI).  294 

In Figures 3 and 4, the cSP owns the cP and Cloud Carrier (cC) facilities.  When the cP and the 295 

cC are two independent entities belonging to two different operators as depicted in Figures 4 and 296 

5, the standards interface between them is called cCcPI (Cloud Carrier Cloud Provider Interface).  297 

In this case, a cSC for cloud services can be terminated at either cCcPI or cSI (Figure 12). 298 

 299 
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 300 

 301 

 302 

Figure 3: Virtual resources (i.e. VMs) and Physical resources (i.e. computing and storage re-303 

sources), that belong to one Operator, providing cloud applications. 304 
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 305 

                            306 

                                  Figure 4: cSC between two Cloud Provider entities. 307 

 308 

 309 

 310 

 311 

Figure 5: Cloud Provider and Cloud Carrier belong to two different Operators 312 



  CEF Reference Architecture 

OCC 1.0 © The Cloud Ethernet Forum 2014.  Any reproduction of this document, or any portion thereof, shall contain the 

following statement: "Reproduced with permission of the Cloud Ethernet Forum."  No user of this document is 

authorized to modify any of the information contained herein. 

Page 12 

 

It is also possible for two or more cSPs to be involved in providing a cloud service to a Cloud 313 

Consumer as depicted in Figure 6 where two cSPs interface to each other via a standards inter-314 

face called Cloud Service Provider Cloud Service Provider Interface (cSPcSPI).  In this scenario, 315 

only one of the cSPs needs to interface to the end user, coordinate resources and provide a bill.  316 

The cSP that does not interface to the end user is called Cloud Service Operator (cSO). 317 

 318 

The cSPs may employ a gateway to connect to each other (Figure 6), Cloud Service Gateway 319 

(cSGW). The cSGW might provide connection multiplexing among other features that are re-320 

quired by cSPcSPI. 321 

 322 

 323 

                                                                               324 

 325 

                                                                    (a) 326 

 327 

 328 

      329 

 330 

                                                                (b) 331 
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 332 

Figure 6:  Two Cloud Service Providers collectively providing Cloud Services 333 

 334 

A cSP can be private or public. There could be cases that both private and public cSPs collective-335 

ly  provide a cloud service to a cloud consumer, as depicted in Figure 7. 336 

 337 

 338 

 339 

                                  cSGW: Cloud Service Gateway 340 

Figure 7:  Private and Public cSPs  341 

A cloud service can be just a network connectivity service provided by a Network as a Service 342 

(NaaS), as depicted in Figures 8 and 9. In Figure 9 (a) where Carrier Ethernet Network (CEN) is 343 

at the access, MEF UNI is a subset of cSUI in this configuration. 344 

 345 

 346 
































































































































































