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Disclaimer

The information in this publication fseely available for repragttion and use by any recip
entand isbelieved to be accurate as ofptsblication date.Such information is subjedb
change without notice artie Open CloudConnect{OCCQC) is not respaosiblefor any errors.
TheOCCdoes not assume responsibility to update or correct any infornuatibis publia-
tion. No representation or warrantgxpressd or impliedjs made by th€©CC concerning
the completeness, accuracy applicability of any information containdterein and a lia-
bility of any kind shall be assumed by B€Cas a result ofeliance uporsuchinformation.

The information containelerein is intended to be used without modification by ¢agpient
or user of this document. TKECCis not responsible or liable for any modifications to this
doament made by any other party.

The receipbr any use of this document or its conteddss not in any way create, by impl

cation or otherwise:

a)any express or implied license or right to or under any patepyright, trademark or trade
secret rightdeld or claimed by an@CC member companyhich are or may basso¢
ated with the ideas, teglgues, caceptsor expressions contained herein; nor

b)any warranty or representation that ad¢€C membercompanies will announce apyod-
uct(s) and/or service(s) related thereto, or if such announcearentsade, that sucim-a
nounced product(s) and/or see(s) embody any or all of the ideas, technologies, or
concepts catained herein; nor

c)any form of relationship between a@®CC membercompanies and the recipient or usér
this document.

Implementation or use of specifégloud Ethernet standards oecanmendations an@CC
specificationswill be voluntary, and no company shall be obliged to implertiearh by vi-
tue of participation ithe Cloud Ethernet Forum. Th@®CCis a nonprofit international o-
ganization accelerating industtgoperation ori€loud Ethernet technology. ThH@CCdoes
not, expressly or berwise, endorser promote any specific products or services.

© TheCloudEthernet Forun2014 All Rights Reserved.
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239 1.Introduction
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240 Inrecent years, types of usdvices and applications for cloud services have grewidly with

241 little standardizationThe users prefer services that aredemand, scalable, survivable ared s

242  cure with usagéased billing In order to meet these demands, service providers need to be able
243 to quickly ceate the services and utilize theasources effectively [1]. Cloud Services are aimed
244  to support theseljectives

245 In addition to Cloud initiativespnetwork funcion virtualization (NFV) by ETSI[40], overlay
246 networksby Network Virtualization Overlays (nvo3)f IETF [38], and auteprovisgoning of re-
247  sources and separation of data and control plaieSoftwareDefined Networking (SDNpy
248  Open Networking Foundatiof©NF) [41] are also aimed to improve efficiency in resource-util
249  zation and network operationloud Services consist physical and virtual resourceshich
250 may employvirtualization overlayand SDN techiques defined by ETSI, IETF and\B.

251 The US National Institute of Standards and Technology (N[2[Tdlefineda generic high level

252 conceptual model for the development tafutl computing architectures and a companionriaxo

253 omy. TheOCG s charter i s to deC€loud Berviees ancludiagrttbse and
254 based on Carrier Ethernefhis document describegdloud Services, actors, architectures, and

255  standard interfacdsr Cloud Sevices.

256  To better describe the interfaces, connections, connection termination points and seovices pr
257 vided in this document, examples of possible attributes and features are used. These attributes
258 and features are only examples and notiregnents at this time, although many of the items

259  could become requirements in future documents. The reader must pay attention to where items
260 are described as possible attributes and features and not infer possible items as hard requir
261 ments.

262 2.Terminology and Acronyms

263  This section defines the terms used in this document. In many cases, the normaiivendefin
264 terms are found in other documenihethird columnin Table 1is used to provide the refnce
265  for the definitions

266

Terms Definitions Refeence

AIS Alarm Indication Signal

BWP Bandwidth Profile MEF 10.317]

CaaS Communication as a Servied category of cloud se ITU-T Y.3500[81]
vices where the capability provided to the cloud servi¢ andFG Cloud TR,
user is to use redime communication and collataion | v1.0 [3]
services.

cCcPI Cloud Carrier Cloud Provider Interface This document
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following statement: "Reproduced with permission of @eud Ethernet Forum." No user of this document
authorized to modify any of the information contained herein.



®
CA N
CloudEthernet-or

CEF Reference Architecture

CDN

Content Delivery Ni&wvork

C-VLAN

Customer VLAN

IEEE 802.1Q30]

Carrier Ethernet

A network from a Service Provider or network @gier

MEF12.2[56]

Network(CEN) | supporting the MEEMetro Ethernet Forumgervice ang
architecture models.
CE Customer Edgevhich is a user device supporting cS| This document

It can be a equipmentprovided by a cSP omaequp-
mentsdected by the user, that may contain Virtuah-\
chines (VMs).

Cloud Caosumer

A person or organization that maintains a business
tionship with andor uses service frona Cloud Service
Providervia a Cloud Service User Interface (cSUI).

This document

Cloud Service
User

A person or orgamation that maintains a business g
tionship with and/or uses service from a Cloud Sen
Provider via a Cloud Service User Interface (cSUI).

This document

Cloud Carrier

An intermediary that provides connectivity and transy
betweenCloud Providersand Cloud Consumer®sr be-
tween Cloud Providers

This document

Connection Start
Time

Connection Start Timandicaesthe time at which aer
guestectonnection is established

This document

Connection Start
Interval

Connection Start Intgal indicates the acceptable inte
val after the Start Time dung whichthe connection e-
guest can be made.

This document an(
[66]

Connection Dua-
tion

Connectbn Duration indicaes the time interval for
which the requested connection rensaim effect kefore
automatcally torn down.

This document

Connection Par
od

Connection Periodndicatesthe time inteval at which
the connection request is to repeat.

This document an(
[66]

CoS

Class of Service

MEF 10.3[17]

CoS ID

Class of Service |detfier

MEF 23.1 [47]

Cloud Provider
(cP)

An entity that isresponsible for making cloudpplia-
tions available to Cloud Consume(€loud Service -
ers)

NIST Special Pulit
cation 506291 [2]
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cSC (Cloud Se
vice Canection)

A connection between two users or between a uska:
virtual machine YM) or between two @chinesor VMs
provided by a Cloud Service Provider and its associ
entities.

This document

c¢SGc (Cloud
Carrier Conne-
tion)

The segment of cSC within the boundariesadtloud
Carrier.

This document

cSGp (Cloud
ProviderConne-
tion)

The segment of cSCithin the boundaries o Cloud
Provider

This document

cSGcep

The segment of cSCithin the boundaries o& Cloud
Service Provider where cSC crosses multiple Cloud
vice Providers

This document

cSGW

Cloud Service Gateway

This document

¢Sl

Cloud Service Interface (cSB the interface of a Clou
Service application supportirentity of a Cloud Provide
suchas VM.

This document

cSO

Cloud Service Operatals an operator that provides
part of the endo-erd Cloud Service which is provide
by a Cloud Service Provider.

This document

cSP Cloud Se-
vice Povider)

An entity that is responsible for the creation, dely and
billing of cloud services, and negotiates relationsk
among Cloud Providers, Cloud @ars Cloud Service
Operatorsand Cloud Consumeri.is the single point o
contactfor the caonsumer.

This document

cSCTP (Cloud

Servie Conne-
tion Termiration
Point)

A logical entity that originates or terminatesSC at 4
logical user or machine intdface

This document

cSl Demarcation Point between Cloud Service Providimg| This document
tity such as a server or VM, and Cloud Servicavieier.
cSPcSPI Cloud Service Provider Cloud Service Providgeiface | This document
cSPcSRP cSPcSPI ProviddiFunctional Element) This document
cSGcsp Cloud Service Provider Connection This document
cSGcespTP Cloud Service Provider Connection Termination Poini This document
cSGep-TP Cloud CarriefProvider Connection Termination Point | This document
OCC1.0  © TheCloud Ethemet Forum 2014Any reproduction of this document, or any portion thereof, shefttothe  Page3
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cSuUl Demarcation Point between a Cloud Consumer | This document
Cloud Sevice Provider

cSUIC cSUI Client (Functional Element) This document

cSUIP cSU Provider(Functional Element) This document

Data Cente(DC)

A data center is an infrastructure equippéth sewers,
storage, network devices along with power and air ieg
tioning systems designed feupporting cloud appl&
tions

This document.

DDoS Distributed Denial of Service RFC4732[59]
DEI Discard Eligibility Indcator IEEE 802.1Q30]
DLP Dataloss Prevention

DSCP Differentiated Service Code Point RFC 247460]
Durable Rduced | Durable Reduced Aailability storage bucket is Bwer | This document an(
Avalilability costand lower availabilitystorage bucket providinthe | [63]

(DRA) Storage samne durability asCloud Storage buckets.

Buckets

E-Access Ethernet AccesService MEF 33[21]
ENNI External NetworkNetwork Interface MEF 4[57]

El External Interface MEF 4[57]

DynamicBlock
Store(DBS)

DynamicBlock Store is th@ersistent block level stage
volumes that are automatically replicated within it
Availability Zone offeing the casistent and lowatency
perfomance

This document an(
[64]

EVC

Ethernet Virtual Caonection

MEF 10.3[17]

FCS

Frame Check Sequence

IEEE 802.1Q30]

Hypervisor

A sditware, firmware or hardwameinning on a seer
that enables creation of virtual machines and runs the

This document

laaS

Infrastructure as a Serviceagsategory of cloud seices
where the capability provided by the cloud serviag pr
vider to the abud service user is to provision processir
storage, intracloud network connectivity services (e.g.
VLAN, firewall, load balancer, and application accaler
tion), and other fundamentalroputing resources of the
cloud infrastructure where the cloud seevitser is able
to deploy and run arbitrary appicons.

NIST Special Pubt
cation 500291[2]
andITU-T FG Cloud
TR, v1.0[3]

ICMP

Internet Control Message Protocol

OCC1.0
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IPSec ESP Internet Protocol SecuritfEncagsulating Security Ba
load
L2CP Layer Two ntrol Potocol MEF 10.317]
LAN Local Area Network IEEE 802[4]
LLC Logical Link Control ISO/IEC 88022 [65]
LSP Labelswitched Path
MAC Media Access Control IEEE 802[4]
MCF MAC Convergence Function IEEE 802.1Q30]
MEG Maintenance Entity Group ITU-T Y.173115]
MEG Id An identifier for a MEG, unique over the domain ti ITU-T Y.1731[15]
SOAM is to protect against the adental concatenatio
of service istances which iguivalent to the IEEE tern
Maintenance Association Identifier (MAID).
MPLS Multiprotocol Label Switching
MTU Maximum Transnssion Unit
NaaS An entity or a group of entitiethat deliver(s) assured, | This document
dynamiccloud connectivity services via virtual, or i | and [#4]
al and physical service end points orchestrated oveér 1
tipleoperatd s net wor ks.
NE Network Element
NID Network Interface Bvice
NVA (Network The entity that provides address mapping and othhg RFC736%538]
Virtualization formation to NVEs
Authority)
Network Virtud- | An NVE is the network entity that sits at the edge ol RFC7365[38]
ization Edge underlay network and img@inents L2 and/or L3
(NVE) network virtualization functions
ovC Operator Virtual Conection MEF 26.122]
PaaS A category of cloud services where the capability-pr | NIST Special Pub
videdto the cloud service user is to deplegrcreated | cation 500291[2]
or acquired applications onto the cloud infrastructgre | andITU-T FG Cloud
ing platform tools supported by ti@ioud Provider. TR, v1.0 B]
PCP Priority Code Point IEEE 802.1(30]
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Protocol Data

Information that is delivered as a unit among pedtiest

Unit (PDU) of a network and that may contain control mmf@tion,
such as address information, or usaad
REST API Representational State Transfer ApplicatiorogPan-
ming Interface
RMP Rooted Multipoint MEF 10.317]
RDI Remote Defect Indator RFC6428 [82and
MEF 30.1 [25]
SaaS Software as a Service ixategory of cloud services NIST Special Pubi
where the capability provided to the cloud service usg cation 500291 [2]
tousethecloudsevi c e pr o wiond emnidg | andlTU-T FG Cloud
on a cloudnfrastructure. TR, v1.0 B]
SCTP StreamControl Transmission Protocol
SLO Service Level Objective The same as Serviq
Level Specification
(SLS) as in MEF
23.1 [47] and MEF
6.2 [70]
SVLAN Service VLAN (also referred to as Provider VLAN) IEEE 802.1Q30]
SLS Service Level Spedifation MEF 10.317]
SSL Secure Sockets Layer
SSL VPN Secure Sockets Layer Virtual Privatetierk
TCP-AO Transmis®n Control ProtocelAuthentication Option
TCP SYN Transmission Control Protoc8lynchronize
Tenant The customer using a virtual network and anyeissed| RFC7365[38]
resources (e.g., compute, storage aridvoik). A tenant]
could be an enterprise, or a ddpant/organizatior|
within an enteprise
Tenant Sgtem A physical or virtud system that can play the roté a| RFC736538]
host, or a forwarding ement such as a router, switq
firewall, etc. It belongs to a sirgkenant and emects to
one ormoreVNs of that tenant.
TLS Transport Layer Security
UDP User Datagram Protocol
UNI UserNetwork Interface MEF 4[57]
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UNI-C UNI - Client (Functimal Element) MEF 457]
UNI-N UNI - Network (Furctional Element) MEF 4[57]
VAPs (Virtual A logical connection point on the NVE for contiag a| RFC736538]

Access Points)

Tenant System to a virtual tmeork.

VLAN

Virtual LAN

IEEE 802.1Q30]

VLAN ID

VLAN Identifier

IEEE 802.1Q30]

VM (Virtual M a-
chine)

A VM is an emulation of a particular cpoter sytem,
operating ina real or hypothetical computdts imple-
mertation may involve specialized hardware, softwag
or a combination of both providinga complete subist
tute for the targeted real machine and a level of funel
ality required for theexecution & a complete opetang
system that carexecute a single computerogram

This document

VM Orchestation
System

The system that mages server virtualization across
set of servers such dvViware's vCenter Server or iM
crosoft's System Cent¥irtual Machine Maager

draftietf-nvo3-arch
01.mht[39]

VM Portablity

It is being ableto move VM to another site or zone,
moving data/applicains from one server tanather

This document

VUNI Virtual UNI MEF 28[24]
267 Table 1: Terminologyand Acronyms
268 3.0CC Architecture Model
269  The key actors ahe OCCarchitecture for Cloud Services are depicted in Figure 1 where
270  Cloud Service Provider is responsible for providingeadito-end Aoud Service to a Cloud
271 Consumer (i.e. customer) using Cloud Carrier(s) and Cloud Provider(s).
272
273
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Cloud Servicg
User (Cloud
Consumer)

CEF Reference Architecture

Cloud Servic
User( Cloud
IConsumer)

Wi

Cloud Service Provider

Cloud Service
User (Cloud
Consumer)

274
275

276
277

278 Figure 1: Cloud Service Actors

279 A Cloud Consumer interfaces to a Cloud Servicavleler( ¢ S P ) iies vid aastamdards inte

280 face called Cloud Service User Interface (cSUI) (Figure 2) which is a demarcation point between
281 the Cloud Service Provider arttie Cloud Consumér From this interface, the consumer bsta

282 lishes a connection, Cloud Service Coriwmt(cSC), with a Cloud Providé€cP) entity provi-

283 Ing the application(Figure 3)where he cP entity can be a virtual machine (Viith Cloud

284  Service Interface (cSPr a physical resource such as storagfh a cSUI In addition, acSC

285 can be betweetwo Cloud Provider entitief~igure 4)or between two Cloud Consumei=g-

286  Ures 6 and).

287

1 The user in Figure 2 can be an enterprise with multiple usarmgithe same cSUI where @Ay represerd
gateway deviceThe CEcontains all of the functional elememtsrequest services from a cSP could be a phyis
cal equipmenta VM, or a collection of VMs with a virtual switchindividual functional elemes in a CE may be
either entirely in theiserdomain, or may be entirely in tlwSP domain (and maged by the cSP)
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cSUI
cSUI-C

CE

Cloud Service Provider

cSUI
Demarcation
Point

Figure 2: cSUI functionalities are distributed between Customer Edge (CE) and cSR+-&5
and cSUIP.

When a &C is between a Cloud Usand acP physical or virtual resourcehe cSC is esta
lished between tw€&loud Service Connection Termination Pei@SCTR) residing athe user
interface (i.e. cSUI) and the cP interface (i.e. cSUI or cSl).

In Figures 3 and4, the cSPownsthe cP and Cloud CarriefcC) facilities. Whenthe cP andthe
cC are two independent entitieglonging to two different operatoas depicted in Figuse4 and
5, the standards interface between them is called cCcPI (Cloud Carrier CoavidePinterface).
In this case, a cSC for cloudrgees can be terminated at either cCcP¢®F(Figure 12).

OCC1.0 © TheCloud Ethernet Forum 2014Any reproduction of this document, or any portion thereof, shathgothe Paged
following statement: "Reproduced with permission of @eud Ethernet Forum." No user of this document
authorized to modify any of the information contained herein.



{4/-\"\/
CloudEthernetom

Cloud Service
User Interface (cSUI)

Cloud Cloud Service Connection Termination
Service
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Point (cSCTP)

d Service
User M
Cloud Service Connection(cSC)
Virtual Network
e '
Physical Network I / / VM /
|| Orchestration
Computing cSUI Entity
Resources Cloud Cloud I I I/
SaaS PaaS e Hypervisor
Storage ||provider || Provider IaaS
Resources Provider
VM VM
300 - i
301 Cloud Service Provider
302

303 Figure 3: Virtual resources (i.e. VMs) and Physicatources (i.e. computing and sige e-
304 sources)that belong to one Operat@roviding cloud apptiations
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Cloud Service Provider

Cloud Carrier

305
306
307 Figure 4: cSC betweetwo Cloud Provider entities.
308
309
310

cCcPI= Cloud Carrier Cloud Provider Interface

Physical Network

IaaS
Cloud Provider

311
312 Figure 5: CloudProvider and Cloud Carri¢relong to two different Operators
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313 It is also possibldéor two or more cSPs to be involved in providing a cloud service to a Cloud
314 Consumer as depicted in Figusevhere wo cSPs interface to each other giatandards inte

315 face called Cloud Service Provider Cloud Service Provider Interface (cSP&$Bijs scenario,

316 only one of the cSPs neettsinterface to the end usaroordinate resourcesd provide aill.

317 The c$ that does not interface to the end user is called Cloud Service Operator (cSO).

318

319 The cSPs may employ a gateway to connect to each other (B)g@leud Service Gateway

320 (cSGW). The cSGW might provide connection multiplexing among other features thrat are
321 quired by cSP8PI.

CEF Reference Architecture

322
Cloud Service cSPcSPI-P cSPcSPI-P .
Provider-I Cloud Service
Provider-I1
cSPcSPI
cSUI-P
cSUI-U cSUI-U
Cloud Cloud
Service Service
User User
323
324
325
326 @
327
328
Cloud
Service
<SUT Cloud Service
Provider-I
cSGW
cSPcSPI-P
i Qg - cSPcSPI Reference
cSPcSPI- Point
cSGW
Cloud Service Provider-I1
(Cloud Service Operator-cSO)
329
330
331 (b)
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Figure 6: Two Cloud Service Poviders ollectively providing Cloud Service

A cSP can be private or public. There could be cases that both private and public cSPseeollectiv
ly provide a cloud service to a cloud consumer, as depicted in Figure

cSGW: Cloud Service Gateway
Figure 7: Private and Public cSPs

A cloud service can be justreetwork connectivityservice provided by a Networls @ Service
(NaaS), as depicted in Figwr@ and9. In Figure9 (a) where Carrier Ethernet Network (CEN) is
at the acces$VIEF UNI is a subset of cSUh this configuration.
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