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2 Abstract

This document defines a Secure Access Service Edge (SASE) Seantework and specifies
Service Attributes that need to be agreed between a Service Provider and a Subscriber for SASE
Services, including Security Functions, Policies and Connectivity @&=rifihe document defines

the behavior of the SASE Service that are externally visible to the Subscriber irrespective of the
implementation of the Serviced SASE Servicebased upon théramework defined in this
documentenablessecure access and securarwctivity of Users, Devices, or Applications to
resources for thBubscriber

This document includes:

SASE Service Attribute$ The enumeration and description of the information that is agreed
between the Subscriber and the SASE Service Provider. Tinesvafl these Service Attributes are
determined by agreement between the Subscriber and Service Provider, subject to constraints

i mposed by the Service Providerods Service des

SASE Service Framewoik A framework for defining components of a SASE\8e&e based on
theseService definitions, Service components, and Service Attributes included in the document.
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3 Terminology and Abbreviations

This section defines the terms used in this docuntembany cases, the normative definitiafs
terms are foundn other documentsin these cases, the third column is used to provide the
reference that is contialg in other MEF or external documents.

In addition, terms defined in MEF 611}, MEF 701[2], MEF 88[3], MEF 95.0.1[4], and MEF

118[5] are included in this document by reference anly terms significantly relevant to this

document areepeated in the table belodwor t he r e a d eHoweser, if themeviscan i e n C €
discrepacy between this document and the referenced document, then the referenced document

is authoritative and controlling.

Note that when the termupportis used in a normative context in this document, it means that the
Service Provider can enable the functbty upon agreement with the Subscriber

Term Definition Reference

Actor A User, Device, or Application. MEF 118[5]

Actor Access Connection | The network connection between an Actor § This document
the SASEService The Actor Access

Connection consist of the Customer
Termination Point and the Network

Termination Point

Actor Access Connectivity] A named list of Policy Criteria that is This document
Policy incorporated into a SASE Policy and that

determines how aActor connects to a SASH

Service
Agent SASEsoftware installed on a Device. This document
Application Flow Criteron | A specific condition for matching an IP MEF 70.12]

Packet such as a field/value pair or
identification byan algorithm oheuristic

Application Flow A named set of Application Flow Criteria MEF 70.12]
Specification
Atomic Policy A standalone Policy Adapted from
MEF 95.0.1 [4]
Authentication The process of verifying the Identity of an | Adapted from
Actor. MEF 118[5]
Authorization The process that results in Allowing or MEF 118[5]
Blocking a Subject Actor from accessing a
Target Actor.
MEF 117 © MEF Forum 2022. Any reproduction of this document, or any portion thereof, shall contain Page3
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Term Definition Reference
Composite Policy A set of related Policies that are organized | Adapted from
into ahierarchicalktructure. MEF 95.0.1[4]

Context Policy

A named list of Policy Criteria that is
incorporated into a SASE Policy and that
determines under which circumstances a
Session betweenZubject Actorand Target
Actoris permitted.

This document

CustomefTermination
Point(CTP)

The part of the Actor Access Connection in
Subscriber domain.

This document

DNS Protocol Filtering
(DPF)

The Security Function that determines
whethera Sessiomrontains Domain Name
System (DNS) messages that are to be
Allowed or Blocked.

Adapted from
MEF 88[3]

Domain Name Filtering
(DNF)

The Security Function that determines
whethera Sessiomontains domain namdéisat
areto be Allowedor Blocked.

Adapted from
MEF 88[3]

Identity

The set of characteristics by which a Subje
or Target Actor is recognizable and that,
within the scope of an &htity Provider© s
responsibility, is sufficient to uniquely
disambiguate an instance of that Actor fron{
an instance of any other Actor

MEF 118[5]

Identity and Access
Managemenf(ldAM)

Theprocesgshatauthenticates andauthorizes
an Actor to utilize a SASE Service.

This document

Identity and Access
Management Policy
(IdAMP)

A named list of Policy Criteria that is
incorporated into a SASE Policy and that
determinesf anActor is authenticated and
authorized to use a SASE Service.

This document

Identity Provider(IdP)

The organization that manages the
AuthenticationCredentials of an Actor

MEF 118[5]

IP, Port and
Protocol Filtering (IPPF)

The Security Function thatetermines

whethera S e s surce orda@estination IP
addresses, source or destination port numh
or IP protocols are to be Allowed or Blockeq

Adapted from
MEF 88[3]

Malware Detection and
Removal (MD+R)

The Security Function that determines
whethera Sessiorontains Malwag and
removeshe Malwareor Blocksthe subset of
the Sessiorcontaining the Malware

Adapted from
MEF 88[3]

Middle Box Function
(MBF)

A function used to decrypt and-eacrypta
given Sessioso Security Functionsan be

applied to that Session.

Adapted from
MEF 88[3]
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Term

Definition

Reference

Monitoring Policy

A named list of Policy Criteria that is
incorporated into a SASE Policy and that
determines how a SASE Service continuou
evaluates thparameters of the SASE Sessi

This document

Network Termination Poin
(NTP)

Thepart of the Actor Access Connection in {
Service Provider domain.

This document

Notification Policy

A named list of Policy Criteria that is
incorporated into a SASE Policy and that
determines how a SASE Service
communicates to the Subscriber events wh
occur in aSASEService.

This document

Policy

A set of rules used to manage and control t
changingor maintaining of the state of one g
more managed objects

MEF 95.0.1 [4]

Policy Criterion

A criterion that describes a specific objectiv
or constraint.

Adapted from
MEF 70.12]

Policy End Point

The locatiorwhereone or more Policyelated
functions are placed.

MEF 118[5]

Policy Execution Order

The value for order gbirocessingf a Policy
where the highest valuepsocessedirst.

MEF 95.0.1[4]

SASE Secure Access Service Edge Adapted from
Gartner6]
SASE Agent Software installed on a Device treatables This document

the SASE Edgdunctionality.

SASE Authentication or
Authorization Notification
(SAAN)

A communication of an Authentication or
Authorization event, i.e., a SAAN is issued
when an Actor has bee&lenied access to the
SASE Service due to an Authentication or
Authorization failure or when a Session is
Blocked by the SASE Policy.

SASE Edge A set of functions (physical or virtual) that a] This document
located between the SASE UNI(s) and the
Underlay Connectivityservice UNI(S).

SASE Policy A Composite Policy assigned to a SASE | This document

Session that determines how a SASE Serv
handles the IP Packets of the SASE Sessid
within the SASE Service.

SASE Security Event
Notification (SSEN)

A communication of a security eveeptg, a
SSEN is issued when a subsetao$essiors
Blockedor modified

Adapted from
MEF 88[3]
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Term

Definition

Reference

SASE Service

An overlay service that secures the transpo
of and forwards the
recognizing the Sessioajthenticating and
authorizing the Actors, implementing Seity
Functions, and determining forwarding
behavior by applying Policies to and
monitoring Sessions. MEF SASE Services
specified using Service Attributes defined in
this MEF Standard

This document

SASEService Provider

The organizatioproviding SASE Services ag
defined in this document.

This document

SASESession

A sequence of IP Packets determined by a
Session Specification and the Session Stat
When the term Session is used in this
document it means a SASE Sessiatess
otherwise qualified.

This document

SASE Subscriber

Theentity that contracts to useSASE
Service When the term Subscriber is used |
this document it means SASE Subscriber
unless otherwise qualified.

This document

SASE UNI

The demarcation point between the
responsibility of the SASE Service Provider
and the SASE Subscriber

This document

SASE Security Event

A communication of a security eveetg, a

Adapted from

Notification (SSEN) SSEN is issued when a subsetaoSessions | MEF 88[3]
Blockedor modified

Security Function The component thatyhen enabled per the | Adapted from
Security Policy, makes a decision to All@v | MEF 88[3]

Block asubset of a Session.

Security Policy

A namedCompositePolicy that is
incorporated into a SASE Policy amtludes
asetof Atomic Policies for each Security
Functionto be appliedd a given Session.

This document

Service Provider

An entity that provides services to
Subscribers. In this document, Service
Provider refers to a SASE Service Provider
unless otherwise qualified.

Adapted from
MEF 70.12]

Session Forwarding Policy

A named list of Policy Criteria that is
incorporated into a SASE Policy and that
determines howP packets are transmitted
through a SASE Service

This document

Session Specification

A 2-tuple consisting of a list of Application

Flow Specifications and a pair of Actors.

This document

MEF 117
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Term

Definition

Reference

Session State

A list of Session State Values for a particulg
Session.

This document

Session State Value

The operational condition of the Session at
particular point in time.

This document

StateChange Event

A point in time where the Session State Va
changes for a given Session.

This document

Subject Actor An Actor requesting accessaol argetActor. | MEF 118[5]

Subscriber An entity that contracts to useserviceln Modified from
this document, ASub {MEF70.12]
meaniSASESWbscri ber 0.

Target Actor An Actor that a Subject Actor wants to accq MEF 118[5]

UnderlayConnectivity
Service(UCS)

A service providing connectivity between tw
or more Subscriber Locations, or between 4
Subscriber Location and the Internet, over
which aSASEService is provided; for
example, a private IP Service or a Carrier
Ethernet service

Adapted from
MEF 70.12]

Uniform Resource Locatio
(URL)

The subset of URIs that, in addition to
identifying a resource, providesmeans of
locating the resource by describingptamary
access mechanism (e.g., its network
"location™).

RFC 398¢12]

URL Filtering (URLF)

The Security Function that determines
whethera Sessiorontains a URLHat is to be
Allowed or Blocked.

Adapted from
MEF 88][5]

UTC Coordinated Universal Time. RFC 333910]
Table 117 Terminology and Abbreviations
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4 Compliance Levels

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED ", "NOT RECOMMENDED ", "MAY ",
and 'OPTIONAL " in this document are to be interpreted as describ8€Ci 14 RFC 21199],
RFC 8174[16]) when, and only when, they appear in all capitals, as shownAlekey words
must be in bold text.

Items that areREQUIRED (contain the word8/UST or MUST NOT) are labeled agRx] for
required Items that areRECOMMENDED (contain the wordSHOULD or SHOULD NOT)
are labeled a$Dx] for desirable Items that arecOPTIONAL (contain the wordsMAY or
OPTIONAL ) are labeled ax] for optional
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5 DocumentConventions

Term Symbol Usage

Angle Brackets <> Surround n-tuples

Square Brackets [] Surround lists

Braces {} Surround sets

Parenthesis () Surrounds an acronym or example

Table 27 Notation Conventions

A shapewith a solid outline indicates a required function

—— =y

- =\

A shape with a dotted outline indicates a desirable function

Thisrepresents a Policy End Point

This represents the Actor Access Connection

This represents the SASE UNI

Thisrepresents the UCS UNI

This represents th@ivateUCS

This represents thaublic UCS

This represents the SASE Service

This represents a SASE Edge

This represents fainction

These represefusers

These represent Devices

This representa Customer or Network Termination Point

Table 317 Diagram Conventions
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6 Introduction

The paradigm where the bulk ah enterprise traffic is contained within a wdifined and
securable enterprise perimeter (e.g., campuses, data centers) is no longer sufficient to address
modern security concerns.

This document expands upon tBartnerSASE concepf6] by defining a standard SASE Service
that combines Security Functioasdnetwork connectivity

Defining SASE Serviceimtroducegyeneralized constructs that damapplied to increasingly fluid
use cases and business requirements.

A SASE Servicé’rovider delivers a SASEe8riceto aSubscribefe.g.,anenterprise)The SASE
Serviceprovidesthe secure accesshe SASE Security Functionsand the secure connectity
betweenS u b s ¢ r sdisevites or B pplicationsandresources (Applications or Devices)
This accesss independenof thelocation public cloud, private cloud, on-premises, Internet, ejc
of the Users, Devices or Applications and authorizedccording toPolicies defined by the
SubscriberSuch services areeedd to cope with the increasingly complex angbandingattack
surface resulting from an evgrowing range ofUsers,Devices and Applications,an ever
increasingnumber oflocations,andmanyrequiing access to cloud services.

For this purpose, we use the concept of an Actor that/sea Device or Application. A SASE
Service enables one Actdhe Subject Actorto accessanother Actorthe Target ActorAn
Actor canbea SubjeciActor in oneSessiorand a Targefctor in anotherSession

Action
e mm——— ____~~
-
- - “\\
- .
- \
-
-~ A
- ”’ /!_““\
//. H‘\\e’ // \\
' ) A / 3
I" Subject | |' Target |\
\ Actor \ Actor
AY Vi \\ v
\\\ e i

Figure 11 Subject and TargetActors

Based on th@olicies set by the SubscriberSASE Servicaletermines whether Subjed¢ Actor

is trusted and is permitted to accedsaegetActor. SubjectActors can be located anywhere within
or outside the direct control of ti&ibscriberSimilarly, Target Actors may be located anywhere,
including in the cloud (public or private), theil$scriber domain, or the SASE Service Provider
domain. Target actor could also beheinternet (that is outside the subscriber or service provider
domain).

The status ah SubjectActor is not binary €.g.,good or bad, legitimate dregitimate) but depends
onthe contextand can vary with time or activitye(g.,an authenticated and authoriZgder that
keeps trying to use afpplication that is not authorized at times or from locations that are not
permitted by é&ubscribeiPolicy may incrementally lose authorized status in genefddp, the
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nature of trust for an Actor is not set at any point in time and needs to be continuously evaluated
based upon context or activity.

A SASE Service is delineated by the SASE UNI within a SASGeE The SASE Edge assigns
Subscriberdefined Policies to a SASE Session that the SASE Service Provider mankages.
SASE Service, therefore, may or may not include the Subgat or the TargeActorthemselves,
andit may or may not be in proximity thoseActors.

This document defines Service Attributes that describe the externally \isitderios of a SASE

Service as experienced by the Subscriber and that form the basis of the agreement between the
SASE Subscriber and the SASE Service Providetestcribes théehaviorsrom the viewpoint

of the Subscriber and therefore all requirements are on the Service Provider.

6.1 Document Scope

This document provides definition and description of:

1 SASE Service components
SASE Servicdunctionality as viewed by the Subscriber
Service Attributes foBASE Edges
Service Attributes for PoliciEnd Poins.
SASE Service Sessions and their attributes
SASEPoliciesandthe Policy Criteria

= =4 4 A

6.2 Organization of Standard

Thedocument is organized as follows:

Definitions, key concepts, and document conventions are detailed in s&;toand?7.
An overview of theSASEService Attributes and requiremeigprovidedin sections.
An overview of theSecurity Functionss providedin sectiors 7.9.

An overview of theSASE Service Framewodnd requirements is provided in sectibn

= =2 4 A

An overview of theSASE Policiesand requirementss provided in sectiodO.

6.3 Characteristics of a SASE Service

A SASE Service has the followirfgndamentatharacteristics:
1 The basic unit of transport within the SASE Service is an IP Packet
1 A SASE Service applies Policy ®essions
1 Identity and Accesdanagemenodf Actors utilizing the SASE Service
1

An Actor AccesgConnectivity Policy to influence ActokccessConnection to and from
the SASE Service

1 A Policy-drivennetworkingtechnology €.g.,SD-WAN).
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1 Security Functioato secure and protect tigessions through the SASE Service

1 SASE Policiesto determinethe appropriate handling of IP Packets through the SASE
Service

1 Monitoring of the Session
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7 Key Concepts andDefinitions
A SASE Service is composed of ActorSessions, ActoAccess Conections SASE Edgs,

Identity and AccesdManagementSecurity FunctionsPolicy End Points, SASE Policies, the
SASE EdgeConnectivity, SASE Service Notificationg@nd Session Monitoring

The diagram belowdepictsthe logical constructs that make up a SASE Service and their relation

to each other.
Subscriber ’dp
SASE Service Provider Network Network o
O\ |[siteB ()
: security . jdam > ‘

Functions

Subscriber

Network Subscriber

ISP

_Security -

. IldP

Monitoring

D/

_Security - _
~ Functio

“Functior /
o FH- DN v
- ~ DO\ AN
Act cre | ‘ < IdAM >
ctor k
.4 IdAM T\
il Public UCS #1 * N Public or
s,.:u,;,@ Private Cloud
0 /Internet
Public UCS #2
Internet B °

N Actor

/J

Figure 27 SASE Service General Diagram

The placementf the varous constructdepicted inFigure 2is an exampleThe SASE Edges a
logical construct and, as such, could be instantiatedyrcambination of the following: eloud
environment, on Subscriber premises, oaiervice Provideenvironment TheseSASE Edge
functions shown inFigure 2, can be irstantiated ina singleDevice or spread across multiple
Devices TheseSASEEdgefunctionscanbeinstantiated omphysical orwirtual Devices

Each of these logical constructs defined inSection9.
7.1 SASE Session

A SASE Sessi on sequence d P Pxlsdetermided byia Session Specification
andSessiorftate. (See sectio®s3.1and9.3.2

7.2 SASE Edge

A SASE Edges aset of networlor securityfunctions (physical or virtual) that are located between
the SASE UNI(s) and the Underlay Connectivity Service UNI(S).

© MEF Forum 2022. Any reproduction of this document, or any portion thereof, shall contain
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7.2.1 SASE Agent

The SAE Agent issoftware (installed on a Device) that provides the SASE Edge functionality
(see Sectiol.1.]).

7.3 SASE UNI

A SASE UNI (see Sectio®.]) is the demarcation point between the responsibility of the SASE
Service Provider and the SASE Subscriber.

It is common that the SASE UNI is at the SASE Edge containing dtedtk TerminationPoint
with which the SASE UNI is associated.

An IP Packet that crosses the UNI from the Subscriber to the Service Provider is chligass

IP Packet, and the UNI is thiegress UNIfor that IP Packet. Similarly, an IP Packet that crosses
the UNI from Service Provider to the Subscriber is calleBEgmesdP Packet, and the UNI is the
Egress UNfor that IP Packet. These are shown inRigure3.

Subscriber
Network

Subscriber
Network

Service Provider
Network

Ingress
UNI

UNI

Egres
IP
Packet

Figure 371 Ingress UNI and Egress UNI Examples

7.4 SASE Policy End Point

A SASE Policy End Point is where the Policies for the SASE Serviceequestedapplied,and
enforced on SessionSee sectiorl0.])
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7.5 Identity and Access Managemen

Identity and Access Managememthenticates anauthorizes an Actor to utilize a SASE Service
based upon the Identignd Acces®lanagement Policies defined by the Subscriber. $Set@®n
9.2

7.6 Actor Access Connection

The Actor Access Connection is the network connection betthesiustomer Termination Point
and the Network Termination Poin{See sectior.2.2

7.6.1 Customer Termination Point

The CustomerTermination Point ighe part ofthe Actor Access Connection the Subscriber
domain.

7.6.2 Network Termination Point

The Network Termination Point is part thfe Actor Access Connection the Service Provider
domain.

7.7 SASESession Forwarding

The SASESession Forwardings the mechanism by which IP Packets are forwarded from one
SASE Edge to another SASE Edge within tHSE Service. (See secti®m)

7.8 SASE Session Monitoring

The SASE Session Monitoring evaluates the SASE Session attributes to determine the health and
validity of a given Session inside a given SASE Service. (See sértpn

7.9 Security Functions

A Security Function is the logical construbat, when enabled per the Security Poliayakes a
decision to Allowor Blockasubset of a Session.

7.9.1 Middle Box Function (MBF)

Many Security Functions can only workn Sessionghatare unencryptedlherefore, encrypted
Sessionsnust be decrypted for tt&ecurity Functions to inspect the packets, and thearrerypted

after theSecurity Function actions are takeMiddle Box Function ighe Security Function that
decryptsthe IP packets of a given Session for the purposes of utilizing other Security Functions
and tren reencrypts the IP packets of the given Session

7.9.2 IP, Port and Protocol Filtering (IPPF)

IP, Port and ProtocoFiltering istheSecurity Function that determines wheta&ession includes
a list of source IP addresses, destination IP addresses, source port numbers, destination port
numbers, or IP protocols to be Allowed or Blocked.
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7.9.3 DNS Protocol Filtering (DPF)

DNS ProtocolFiltering isthe Security Function thatletermines whethex subset of a Session
containsDomain Name System (DN®)essages to be Allowed or Block€2NS messages are
specified in RFC 103] and RFC 19968].

7.9.4 Domain Name Filtering (DNF)

Domain NamekFiltering is the Security Function that determines whetl@eSession contains
domain name$o be permitted or denie@omain Name Filtering provideslevel of protection
for a Subject Actor inadvertentttempting tcaccess maliciousTarget Actor

7.9.5 URL Filtering (URLF)

URL Filtering is the Security Function that determines whetheBessiortontains URIs to be
Allowed or Blocked URL is specified in IETF RFC 398pL2]. URL Filtering applies to cases
wherethe domain name is on the Domain Name Filtering Allow List, but one or WBies
associated with that domain have a security issue and need to be Blocked

7.9.6 Malware Detection and Removal (MD+R)

Malwareis oftware that is specifically designed to disrupt, damage, or gain unauthorized access
to a computer systerMalware Detection ah Removal is defined as ti&ecurity Function that
determines whethex SessiorwontainsMalware If Malware is detected, tHdalware Detection

and Removaldetermines whetheto remove theMalware orBlock the subset of the &sion
containing theMalware

A typical use casér Malware Detection and Removialwhere a&Subscribeispecifies a Policy
for one or more Subject Actors wheak web contentg-mails, file-attachmentsand downloads
detected in their Sessions &mebe checked, and, whéfalware is detected, is removed.

7.10 SASE Service Notificatiors

SASE Service Notifications are the alerts and communications that are sent to the Subscriber by
the Service Provider aefinal by the SASE Notification Policy. (See sectiid)

7.11 Subscriber

The Subscriber ithe entitypurchasing or using a SASE Servitae Subscribedefines the
requirementshatareused tareach agreement dhe set ofServiceAttribute values(see section
8) thata SASE Service Provider uses to implement the SASE Service.

These include but are not limited to:

The SASEPolicies
The Securig Functions required for the SASE Service.
Parameterglentifying and authenticatinipe Actors.

1
1
1
1 Thenecessary business logic to deveBgssion Specifications
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7.12 Service Provider

The SASE Service Providas the organizatiomproviding the SASE Serviceto a Subscribern

this document, the use of Service Provider always refers to a SASE Service Provider unless it is
otherwise identified (e.g.UCS Service Provider, Cloud Service Provider, Security Service
Provider, SBWAN Service Provider)The SASE Service Provet configuesthe SASE Service

in a manner that complies with the Subsci@bartent with regards t&ervice AttributesPolicy,

Actors (both Subject and Target), Security FunctiamslActor Access Connectivity.

7.13 Policy Driven Orchestation

The SASE Service incorporates terminology from the NMBB.1 Policy Driven Orchestratign
(PDO), Amendment 14].

Policy Driven Orchestration includes:

1 The cefinition of Policy.

1 The definition of Composite Policy
1 The definition of Atomic Policy

1 The definition of the Policy Priority

The SASE Service incorporates these definitiasseededo provide the SASE Policy structure
to assure secure connectivity between Actors.

7.13.1 Policy

Policy isa set of rules used to manage and control the changing or maintaining of the state of one
or more managed object$here are two types of Policy: Compesénd Atomic.

7.13.1.1 Composite Policy

A Composite Policy is a set of related Policies that are organized into a hierarchical structure.

7.13.1.2 Atomic Policy

An Atomic Policy is a standlone Policy.

7.13.2 Policy Priority

Policy Priority is the value for order of executionaoPolicy where the highest value is executed
first. (See sectiod0.2

7.14 Zero Trust Framework
The SASE Servicacorporates &ero Trust Framework, agfined by MEFL18[4].
The Zero Trust Frameworikcludes

1 The definition of Actors with all thesaociatedelationships and attributes
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1 The definition of Policy Ed Points with all theassociateattributes
1 The definition of thddentity Management Function with all thesociateaittributes.

The SASE Service incorporates these attributes as needed to provide the secure connectivity
between Actors.

7.14.1 Actor

An Actor is aUser, Deviceor Application.

7.14.2 Policy End Point

A location where one or more Policglated functions are placed

7.14.3 Identity Provider

The Identity Provide(ldP)is the entity which authenticatasActord s ¢ r eaddeamgravidel s
the Roles that are assigned to the Actor by the SubscrilberList of Identity Provides Service
Attribute (see sectioB.2) is used to identty the IdPassociated with a given Actor
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8 SASE Service Attributes

MEF Services, such as SASE, are specified using Service Attributes. A Service Attrjjiilutesa
specific information agreed on between the Service Provider and the Subscriber of a MEF Service,
and itdescribes some aspect of the service behavior. How such an agreement is reached, and the
specific values agreed uponayhave an impact on the price of the service or on other business

or commercial aspects of the relationship between the Subscrib#rea8drvice Provider; this is

outside the scope of this document. Some examples of how an agreeantenteached are given

below, but this is not an exhaustive list.

The Service Provider mandates a particular value.

The Subscriber selects from a sebpfions specified by the Service Provider.

The Subscriber requests a particular value, and the Service Provider accepts it.

The Subscriber and the Service Provider negotiate to reach a mutually acceptable value.

= =4 =4 -4

Service Attributes describe the externallgible behavior of the service as experienced by the
Subscriber as well as the rules and Policies associated with how traffic is handled within the SASE
Service. However, they do not constrain how the Service Provider implements the service, nor
how the Sibscriber implements their network. The Subscriber and the Service Provider agree upon
the initial value for each Service Attribute in advance of the Service deployment. The Subscriber
and the Service Provider may subsequently agree on changes to tle ofabeetain Service
Attributes This document does not constrain how such agreement is reached; for example, if the
Service Provider allows the Subscriber to select an initial value from-depgemined set of
values they might further allow them to chge their selection at any time during the lifetime of

the service.

8.1 List of SASE Edges Service Attribute

The value of the List of SASEdgesService Attribute is a neempty list of SASHEEdge Identifier
Service Attribute values. The list contains one SASE Edge Identifier for each SASEhElge
SASE Service.

[R1] The List of SASEEdgesServiceAttribute MUST contain at least twdSASE Edge
Identifier values.

The value of the SASEdgeldentifieris a string used to allow the Subscriber and Service Provider
to uniquely identify the association of SASE Service B&SE Edges.

[R2] The value of the SASE Edge IdentiffdiJST be anldentifier String.

[R3] The value of the SASE Edge IdentifltUST be unique across | | SASE Edges
the SASE Service

[R4] A SASEEdgeldentifier MUST NOT appear more than once as a value in the List
of SASEEdgesService Attribute.
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8.2 List of SASE Network Termination Points Service Attribute

The value of the List of SASNetwork Termination PointService Attribute is a neampty list
of SASENetwork Termination Poindentifier Service Attribute values.

[R5] The List of SASENetwork Termination PointService AttributeMUST confin at
least two SASHNetwork Termination Poiridentifiers values.

The value of the SASE Edge Identifier is a string used to allow the Subscriber and Service Provider
to uniquely identify the association of SASEEtwork TerminatiorPointswith SASE Edges.

[R6] The value of the SASEetwork Termination Poiftentifier MUST be an Identifier
String.

[R7] The value of the SASHEetwork Termination Pointdentifier MUST be unique
acrosal | NASw®WDarkmi nationt Pei 8ASE Service

[R8] A SASENetwork Termination Bint Identifier MUST NOT appear more than once
as a value in the List of SASf¥etwork Termination PointService Attribute.

8.3 SASE Policy End Point Identifier Service Attribute

The value of the SASE Policy End Point Identifier Service Attributesisiag used to allow the
Subscriber and Service Provider to uniquely identify the association of the SASE Policy End
Points with 8SASE Edge.

[R9] The value of the SASE Policy End Point Identifgzrvice AttributeMUST be an
Identifier String.

[R10] The value of theSASE Policy End Point Identifier Service AttributdUST be
unique acrosa | | SASE Poli c§AEBdIdS®POVINEs. in the

8.4 List of Identity Providers Service Attribute

The I dentity Provider (I dP) is the prewdesithey t ha:
Roles and Privileges assigned to the Actor by the Subscriber.Lighef Identity Provides
Service Attribute is used to identify the IdP.

8.5 List of Application Flow Specifications Service Attribute

As defined by MEF W70.12], an Application Flow SpecificatiofAFS) is a hamed set of
Application Flow Criteria. An Application Flow Specification matches specific fields or patterns
in each IP packet toassify the IP packetsThe List of Application Flow Specifications Service
Attribute contains all the values and parameters to use in the Session Specification.
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8.6 List of SASE Session State Values Service Attribute

The List of SASESession State Valu&ervice Attribute contains all tf®ession Staté aluesthat
a Session can realize within a SASE Service

[R11] ThelList of SASESession State Values Service AttribMEST contain at least the
Initial, Operational, R-Evaluate andTerminalvalues

8.7 List of SASE Identity Policies Service Attribute

The List of SASEIldentity Policies Service Attribute is a nempty list of Identity Polig identifier
valuesutilized in a given SASE Servic€See sectioi0.3.]

8.8 List of SASE Actor Access Connection Policies Service Attribute

The List of SASE Actor Access Connection Policies Service Attribute is-&mmty list of Actor
Access ConnectioRolicy identifier valuesitilized in a given SASE ServicéSee sectiod0.3.3

8.9 List of SASE Supported TLS VersionsService Attribute

The List of SASE Supported TLS Versions Service Attribute is aamopty list of TLS versions
that the Service Providsupports for the Actor Access Connect{ety., TLS 1.2, TLS 1,3tc.)

8.10 List of SASE Supported Cipher Suites Service Attribute

The List of SASE Supported Cipher Suites Service Attribute is sengaty list of cipher suites
that the Service Provider supports for the Actor Access Connédetipn
TLS_DHE_RSA_WITH_AES_128 GCM_SHA256)

8.11 List of SASE Supported IPSEC Security Options Service Attribute

The List of SASE Supported IPSEC Security Options Service Attribute is -@mpty list of
IPSEC security options that the Service Provider supportgi®iActor Access Connection.

8.12 List of SASE Context Policies Service Attribute

The List of SASE Context Policies Service Attribute is a-eaompty list of ContextPolicy
identifiers utilized inthe SASE Service(See sectioi0.4)

8.13 List of SASE Security PoliciesService Attribute

The List of SASE Security Functios PoliciesService Attribute is a neampty list of Security
Policy identifiersutilized inthe SASE Service.(See sectiod0.5

8.14 List of SASE Security Functions Service Attribute

The List of SASE Security Functions Service Attribute is a-@mmpty list of Security Functions
utilized inthe SASE Service. (See sectiorb)
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[R12] Thelist of SASE Searity Function Service AttributeMUST include all the
Security Functions identified iiiR46].

8.15 List of SASE Session Forwarding Policies Service Attribte

The List of SASE Session Forwarding Policies Service Attribute is eempty list of Session
Forwarding Policy identifiers utilized ithe SASE Service. (See sectitf.6)

8.16 List of SASE Monitoring Policies Service Attribute

The List of SASE Monitoring Policies Service Attribute is a tgonpty list of MonitoringPolicy
identifiersutilized inthe SASE Service(See sectiori0.7)

8.17 List of SASE Notification Policies Service Attribute

The List of SASE Notification Policies Service Attribute is asonpty list of NotificationPolicy
identifiersutilized inthe SASE Service(See sectioi0.9

8.17.1 List of SASE Notification Recipients Service Attribute

The List of SASE NotificatiorRecipientsService Attribute is a neampty list ofrecipients that
the Subscriber identifies for receiving SASE Notifications. This format for this List is beyond the
scope of this document.

8.18 SASE Composite PolicyLevels Service Attribute

The SASE Composite Policyelvels Service Attribute isnanteger value representitigenumber

of Composite Policy Levels within a SASE Policy that a given SASE Service supports. Since
Composite Policies may contain other Composite Policies, the number of Composite Policies that
can be iteratively contained within a given Composite Policy (e.g., SASE Policy) needs to be
agreed.

[R13] The SASE Composite Policy Levels Service Attribute vadlléST greater than
zero.
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9 SASE ServiceFramework

A SASEService is a service that combines wialea network connectivity anSecurity Functions
to grant aSubjectActor access t@ TargetActor for a given Sessioas shown irFigure4. This
access ibased on th8ubjectA ¢ t dderditgand Privilegesthe SessioContext and the Target
Act or 0 sas tlefinedir th@bligiesset by theSubscriber

Sulifzs: SASE Service
Actor Actor

Figure 417 SASE Service manageSubject Actor access to TargeActor

9.1 SASE Edge

The SASE Edge is the set sd#curity anchetwork functions (physical or virtual) that are located
between the SASE UNI(s) and the Underlay Connectivity Sek/iKs). This set of functions
canbe located in a Cloud Service Provider;premises of a Service Provider, orpremises of

a Subscriber.A given SASE Edge may have multipBervice UNIs that accept Subscriber IP
packets. The SASE Service usee ormoreUnderlay Connectivity Services to deliver Sessions
from one SASE Edge to another.

[R14] Each SASE UNMUST have a uniquédentifier String

In agivenSession, there are two SASE Edge typies Subject SASE Edge and the Target SASE
Edge. But for a differet Session, the same two SASE Edges cbale those roles reversethe
Subject and Targ&8ASE Edgesfor a given Sessiomay be located on the samevice located

in the same clouar separated by WAN connectivity within the same SASE Service.

For agiven Session, the Subject SASE Edge is the SASE Edge that controls, monitors, and
evaluates the Actor Access Connection for the Subject Actor. For a given Session, the Target
SASE Edge is the SASE Edge that controls, monitors, and evaluates the Ardes Aonnection

for the Target Actor. There is no difference in filmectiors of the two SASE Edges (Subject and
Target), but for the discussion of order of operations and process flows, the terms Subject SASE
Edge and Target SASE Edge are used as erefer

A SASE Edge contains all the logical constructs and functions to classify IP packets into SASE
Sessions by identifying the Actors, the Application Flow Specificéiprihe Session State,
Authenticating and Authorizing the Actorand applying, enforcing and monitoring SASE
Policies for the given SASE Sessions. Therefore, a SASE lzggt¢he followingcomponents,

as illustrated irFigure5:

1 Identity and Access Management

T Network Termination Point of th&ctor Access Connection
1 Policy End Points

1 SASE UNI
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Figure 57 SASE Edge
Each SASE EdgMUST have to at least one SASE UNI
EachSASE EdgeMUST connect to at least one UCS.
Each SASE Edg®IUST have a SASE Eddeentifier.
EachSASE EdgeMUST containldentity and Access Management.
EachSASE EdgeMUST containone or moréNetwork Termination Poist

Each Network Termination Pointldentifier in the List of SASE Network
Termination Points Service AttributdUST be associated with one and only one
SASE Edge.

Each Network Termination Pointldentifier in the List of SASE Network
Termination Points Service AttributdUST be associated witbne and only one
SASE UNI.

A SASE EdgeMUST contain at least on®ASEPolicy End Point.

If an Egress IP Packet at a SABHI results from an Ingress IP Packet at a different
SASEUNI, the two SASBJNIsMUST be associated by the same SAS#tvice.

It is recommended that the SASE Edge contain Security Functions to provide the security for the
SASE Session. However, where the Security Functions are performed within a SASE Service is
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at the discretion of the Service Provider provided the placemens mlethe requirements in the
Subscriber SASE Policyn Appendix A there are examples of SASE Sessions flowing through a
SASE Service includingse cases where Security Functions are done at the SASE Edge, in the
SASE Service, and even a use case of SiwSEbox or SASE delivered as a Cloud Service Only.

[D1] A SASE EdgeSsHOULD containSecurity Functions.

SASE Service
Provider Network

Subscriber
\ N

ISP

Subscriber - <Notification
Network security V
- " Functions
® .
- NG \
Actor < 1dam > _dVlonitoring.
\/ & : IdP “,\\/,Secun'ly
. Functions
Public UCS 4

Internet

Figure 617 SASERemae Example

Figure6 also shows the agentless connection of a Device to the SASE Service. Here, the Actor
Access Connection traverses from the Device acrodstigreetto a SASE WI on a SASE Edge
instantiated in a Cloud Service Provider.

However, the responsibility of the connectivity between the Subscriber and the Service Provider
is distributed between the Subscriber, the Service Provider, and the invoteatet Service
Providers (ISPs). To this end, the Service Provider needs to assure that all the appropriate
mechanisms have been utilized to properly secure the Actor Access Connection.

For example, in a scenario where the Subscriber uses an Inteoess/ARervice from their ISP to
connect to the SASE Service, the Subscriber would be responsible for their access via their ISP,
the SASE Service would be responsible for their Internet Access via their ISP, whether that is the
same ISP as the Subscriber rmt, and the ISP or ISHs responsible for the Access from
Subscriber to Service Provider over the Internet.

9.1.1 SASE Agent

Il n many SASE Services, a SASE Agent 1s instal
Service to the Subscriber Device. Sitite SASE Agent includes a Policy End Point, the SASE
UNI, the IdAMP, and a UCS UNI, the SASE Agestalso considered to lleSASE Edge.The
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SASE Agent represents the minimal function required to be a SASE Edge. The list OES4e&3E
Service Attributancludesall the SASE Agents in the SASE Service.

[R24] Each SASE AgenlUST have a SASE Edge Identifier

[R25] EachSASE AgentMUST connect to at least one UCS.

[R26] EachSASE AgentMUST contain the Identity and Access Management.
[R27] EachSASE AgentMUST contain a SASE UNI.

[R28] EachSASE AgentMUST contain at least one SASE Policy End Point.

The size of the SASE Agent software is often restricted to reduce the impact of resources on the
Deviceupon which it will be installed. Thus, advanced functionatitght notbe included. Exact
implementation details are beyond the scope of this document.

As shown inFigure5, a SASE Agent can be installed on a Device extending the SASE Service to
that Device. Sincethe SASE Agent has a Policy End Point, the SASE UNI, and connects to a
UCS, the SASE Agent is theASE Edge as representedHigure5. In this case te Actor Access
Connection now is internal to the Device.

9.2 Identity and Access Management

Identity and Access Managent(IdAM) has treemain roles within the SASE Service. First,
the IdAM authenticateghe Actor Identity. Second, itughorizes the Actor to utilize a SASE
Service based upon the Identapd Accesdlanagement Policies as defined by the Subscriber.
Finally, the IdJAM applies and enforces the Actor Access Connectivity Policy.

The Authentication and Authorization done by the IdAM provides only access to the SASE
Service. This is not the same IdAM that would need to be accomplished by the TargebActor t
fully grant access to the Subject Actor. That IdAM is handled by the owner of the Target Actor
and beyond the scope of this document.

Likewise, this IdAM, while providing the Actor with access to the SASE Service, does not
authorize the Session to pramkethrough the SASE Service. That Authorizat®accomplished
via the SASE Policies applied to the Session.

[R29] A SASE ServiceMUST use an ldentity and Access Management to authenticate
Actors utilizing a SASE Service.

9.2.1 |IdAM Authentication of Actors

The IdAM relies on an Identity Provider tauthenticate the Actor credentials. This Identity
Provider may be a part of the SASE Service or provided by the Subscriber, either directly or
through a third party. In all cases, the ldentity and Access Manageeréres the Identity of a

given Actor.

MEF 117 © MEF Forum 2022. Any reproduction of this document, or any portion thereof, shall contain Page26
following statement:fiReproduced with permission &IEF Forumo No user of this document i
authorized to modify any of the information contained herein.



YA

SASE Service Attributes and Service Framework

SASE Services incorporate a Zero Trust Framework, and as such, a SASE Service needs to comply
with the requirements concerning ldentity as defined by MEH5].

[R30] The IKdentity and Access ManagemedUST comply with all requirements in
Section 8 of MERL18[5].

The Actor initiating the Session is called the Subject Actor. The Actor receiving the Session is
called the Target Actor. The Subject and Target Actors can be the same for different Sassions,
for a given Sessiqrthe Subject/Target Actdrair is fixed. Each Actor has a unique identifier in

a SASE Service.

[R31] For a given SASE Service, every AcMIUST have a unique identifieActorID.
[R32] A SASE ServiceMUST authenticate the Identity of all Subject Actors.
[D2] A SASE Servic&ssHOULD authenticate thilentity of all Target Actors.

A Target Actor exists in one of the three domains: Subscriber domain, Service Provider domain,
or public domain.

The authentication of the Target Actor can be accomplished either by using an Identity and Access
Management or other means. Validation of a certificate that is part of a trusted root certificate
chain of authority is one possible example of validatimgTtarget Actor without using an Identity

and Access Management. There are other methods, but the metlanthémticating the Target

Actor is beyond the scope of this document.

When the Target Actor is in the public domain, neither the Subscriber neethiee Provider has
direct control of the Target Actor. In this case, the ability to authenticate the Target Actor might
be limited.Since the ability t@uthenticate the Target Actor is limited, the SASE Service provides
the Subscriber the ability to filee a Policy that determines whetheiatghenticate Target Actors

and the action to perform if Authentication faiisif the Target Actocannotbe authenticated

Given that aSASE Edgereceives and transmd IP Packets, the Source and Destination IP
addresses need to be associated with the corresponding Actors. Therefore, annAanoliais
to be associated witmdP address.

[R33] EachActor MUST be associated with an IP address.

[R34] Any IP Packet that ingressesSASE UNI which cannot beassociated with an
authorized ActoMUST be discarded.

[R35] For a given SASE Service, evehgtorID for a Subject ActoMUST be associated
with an IdP which is a value in the List of Identity Providers Service Attribute.

[D3] For a given SASE Service, eveActorID for a Target ActorSHOULD be
associated with an IdP which is a value in the List of Identity Providers Service
Attribute.
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[R36] An ActorlD MUST be associated with no more than one IdP within a given SASE
Service.

The SASEService could associate an IP address with an Actor based upon the dynamic or static
allocation of an IP address to that actor (i.e., DHCP assignment of an IP Address to a Device) or
could be the association of a User Actor to a Devicadidess or an Aftigation IP addressThe
methods of IP address association are beyond the scope of this document.

9.2.2 Actor Access Authorization

The second role for the IdAM is to Authorize the Actor Accése IdAM applies the appropriate
Subscriber policy to authorize tietors to utilize the SASE Service.

[R37] A SASE ServiceMUST authorizeall Actors

[R38] Any IP Packet that ingresses a SASE UNI which cannot be associated with an
authorized ActoMUST be discarded

Since all Subject Actors are authenticat@dithorizationof the Subject Actorsis based upon
Authentication andther IdAM Policy parametersHowever, since Target Actors may or may not
be authenticatedAuthorization of the Target Actoris based upon the IdAM Poligyarameters
applied which could include aAuthentication parameter.

9.2.3 Actor Access Connections

The third role for the IdAM is to control the Actor Access Connection.

Actors are typically not collocatedith the SASE Edges. The network connection between an
Actor and the SASE Edge is defined as atbAéccess Connection as seeffrigure?. The Actor
Access Connectiononsists of a Customer Termination Point (in the Subscriber domairg and
Network Termination Paoit (located in a SASE Edge).

Traffic flowing from the Actor to the SASE Service is carried by the Actor Access Connection.
The Actor Access Connection can be established edtihsessioni(e.,new TLS Actor Access
Connection with every SASE Sessionjloese could bpre-established Actor Access Connections
(i.e.,IPsec Actor Access Connection establishedifeActor toa SASE Edge and SASE Sessions
ride over this establishe&ttor Access Connection.) This standard does not preclude either option
or any other option as long as the Actor Access Connection is controlled by &oligfinedn

the IdAM Policy.(Seesection10.3
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[R39] The Actor Access ConnectiddUST connect to a SASEdge via a SASE UNI

The Actor Access Connection attachea theSASE UNI of a SASE Agent could be represented
by the memory and 1/O bus within tievice itself. This information still needs to be secured
against malicious attacks, especially on shargelDevices. The exact implementation details are
beyond the scope of this document.

9.3 SASE Session

A SASE Sessi onasequence d p @&etsdetermibed by Session Specification
andSessiorttate, as defined below

To properly define the origination and termination points of a Session, the SASE Service uses the
concept of an Actor that is a User, Device, or Applicatidre SASE Session has two Actors, one

at each termination point of the SASE Sessidre Actorthatinitiates the Session is called the
Subject Actor. The Actothatis accessed isalledthe Target Actor.An Actor can be a Subject

Actor for some Sessions and a Targetor for other Sessions.

A SASE Service enables the Subjéator to operate on the Targéictor in a given Session
SASE Policies are set by the Subscriber and determine \BhuibjectActors can access which
TargetActors, and whch operationsareauthorized for execution on thieargetActors.

In the SASE Servicea given Sssion has &ime at which the Session initializes and a time at
which the Session is TerminatdéachSession is unique

[R40] EachSASESessiorMUST havean identifier, SessionlD

[R41] TheSASESessionIIMUST be unigueacross all SASEBessionlBallocatedwithin
a given SASE Service.
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The sequence of Ip Packeis identified for a unique instance by a SASE Session Specification
(see sectiof.3.]) andSessiorState (see sectidh5.]).

In aSASEService, IP Packets are classified into SessiotieatgressSASE UNIand a SASE
Policy is applied to each Session. The Policy determines how the SASE Service handles the
Session.

There are several important logical constructs used in this standard to describe arkedsfome

9 Session Specification
o Actor Pair
A SubjectActor
A TargetActor
o0 Application Flow Specification
1 Sessiorttate
o |Initial
0 Operational
0 Reevaluate
o Terminal

Note: The SASE Session is used in the SASE Service and is not a characteristic of the IP Packets
themselves.

Different Sessions can bestinguishedy thedifferences in Session Specification if occurring in
the same time frame, or loyfferences in timéramefor the same Session Specification.

Therefore, a give Session igepresented bg 3-tuple of the form<SessionID SessionSpéD,
SessioBtate> where:

1 SessionlOs the unique identifier for the Session.
1 SessionSpdD is the named set of criteria necessary to classify IP Packets into a Session
1 SessioBtateis thelist of SessiorState Values recorded for a given Session.

SeveralService Attributes relate wefining a Sessian

1 List of Application FlowSpecifications Service Attribut&.6)
9 List of Identity Providers Service Attribut8.Q)
9 List of SASESessiorStateValuesService Attribute 9.3.2

SeveralService Attributes relate to assigning Policies to Sessions:

List of SASE Edge Sevice Attribute 8.1).

List of Policies Service AttributelQ.1).

List of SASESecurity Functions Service Attribut8.14).
SASE EdgePolicy Map Service Attributel(Q.1).

= =4 =4 -9

The following subsectionsxplainthese constructs in detail and their relationship to each other.
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9.3.1 Session Specification

In a SASEService theSession Specification ane of thecriteria necessaryp classifylP Packets
into aSession. TheSession Specificatiors a 3-tuple of the form<SessioBpeclD ActorPair,
AFSList> where:

1 SessionSpecl3 a unique identifier for the Session Specification.
1 ActorPair is a2-tuple of the form<Subject Target.

1 AFSListis a noremptylist of Application Flow Specificationom theList of Application
Flow SpecificationsService Attributg8.5).

The ActorPair (i.e., SubjectActor and TargetActor) and theAFSListspecify a unique set of
criteriaand,when coupledvith SessiorState uniquely identifies &ession.

9.3.1.1 Actor Pair

The ActorPair (ActorPair) is the list of the Actors that make up thiegination and destination
points of a given Session. The Actor Lissa 2-tuple of theform <Subject Target> where:

0 Subjectis a 2tupleof the form<SubectD, |dP> where:
A SubectlD is theActorID for the Subject Actor
A IdP is the Identity Providevalug from the List of ldentity Providers
Service Attributethatauthenticates the Subject Actor
0 Targetis a 2tuple of the form<TargetD, IdP> where:
A TargetD is theActorID for the Target Actar
A IdP is the Identity Providevalue from the List of Identity Providers
Service Attributethatauthenticates th&argetActor, or Null if the Target
Actor cannot be authenticated.

The SASE Service controlsoththe sequence of Ip Packet®m the SubjecActorto the Target
Actor andthe IP packets that flow from the Tardetdtor to the SubjecActor; therdore, thereas a

high probability that the set of Application Flow Specifications will contain more than one
Application Flow Specification. Howevemothing precludes a single Application Flow
Specification thatmatchedhe IP packets both directions

9.3.2 Session State

Every unique Session hasultiple Session Statéalues SessionStateValueis definedas the
operational condition of the Sessiahaparticularpoint in time The Session Statéalue Re
evaluatefor a given Sessiois communicated to every Policy End Point in the SASE Seftice.
method for howthe Session Stakéalue is communicated &very Policy End Point is beyond the
scopeof this document.

Session State is a list of Session State Values that reflect the sequ&essioniStateValue
changes and associated Policy decisions made during the lifetime of the Session.

[R42] A Session State ValldUST bea valuegfrom the List ofSASESession State Values
Service Attribute.
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Session States a noremptylist of 2-tuple entriesof the form[<StateValugTimestamp] where:

0 StateValueis the value from the List 0SASE Session Stat&/alues Service
Attribute as agreed between the Service Provider and Subscriber
o Timestamps the time that th&tateValueccurred.

[R43] The Service ProvidévlUST support UTC for thdimestamp

The need to standardize tAemestamptimes for a Session Stateandats that a standard
convention is utilized for this timestamp. For this purpose, this standard mandates that UTC be
suppored

[D4] The Service Provid@HOULD s uppor t Simdzerewvhénlveearding the
Timestamp

Many organizations may want to record thenestamgor a Session State inmannerthat has

more important significance to the Subscriber than UTC. Therefore, this standard recommends
that the Service Provi dtmezondviten recordirsythe tomestamp t h e
for Timestamp

9.3.2.1 Initial

The Session Statéalue oflnitial is defined as thstate wheréhe SASE Service receives the

first IP Packet for a given SASE Sessibuiring the state dhitial, IP packets for the Session
may be arriving at th8ubject UNI, but since no policy has yet been applied, no IP packets are
forwarded to the Target Actofhe SASE Session either transition®perational(due a Policy
being applied to the Session)Teerminalif the Session is not authorized.

9.3.2.2 Operational

The Session State Value Operatioral is defined as thstatewherethe SASE Servicdnas
applieda SASE PolicyOnce a Policy is applied to a Session, IP packets are forwarded and
securedased upon that Policy applied.

9.3.2.3 ReEvaluate

The Session State Value Réevaluates defined as thstate where thBASE Servicadetects a
State Change Even®.6.1) for a given SASE Session andaealuation of the Policy is
mandatd. IP Packets are still flowing from Subject Actor to Targetak, vice versus, but upon
a SASE Edge receiving the next IP packet with the StaRe&valuate the SASE Edge will re
evaluate the Policy applied and determine if a new Policy needs to be appke8ASE
Session either transitions @perational(duea Policy being applied to the Session)lerminal

if the Session is not authorized.

9.3.2.4 Terminal

The Session State Value Bérminalis defined as thstatewherethe SASE Servicaletermines
the lasiP Packetransmissiorfor a given SASE Session.
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Many meclanisms can be utilized to determine when a given SASE Session ends. For example,
a Service could look for a Fin/FinAck/Ack termination in a TCP Session, check for an application
termination message, or use a temporal dead timer to wait for any delaketsgade received

and transmitted. Témethod of determining thEermind value d a given Session is beyond the
scope of this document.

9.3.2.5 SASE Session State Machine

| Policy - Reject
.—-‘ Initial | N
Policy - Reject
.',- ™y
&
J Re-evaluate
/ —Y ¥
Policy - Allow / ' '
Policy - Allow / Terminal ‘
/ sAsE T
/" Monitor —
/ Event T

T Session .

- Termination
' Event/Timeout

H ‘ Operational

Figure 81 SASE SessiorState Machine

Example:Actor A starts to send IP Packdty Application Talk destined for Actor 20 SASE
Service at time TUTC.

Recall that a SASE Session is defined a 3tuple of the form &essionlD SessionSpeclD
SessionStase.

Since there is no currelession between Actor A and Actor Z, a new SessiofExampleis
established.

So, Actor A and Actor Z would represent thetorPair. The IdAM authenticates and authorizes
both Actors. e AFSListwouldincludeTalk Those together would provide tBesonSpetD
of AZ-Talk

Sa the Session would beExample AZ-Talk, SessionStateé . Here thesM®ession
been recorded yet and we will now look at the progression of Session State.

1 Session = Example AZ-Talk, [<Initial, TUTC>]>
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Since this is the state diitial, no policy had yet been assigned so there is no Policy Map in the
SASE Edge for this Session yet.

SASE Service authenticates adhorizes Actor Agvaluateshe Sessioparametersand applies
Policy fiNormab at time T20ms.

1 Session = Example AZ-Talk, [<Initial, T UTC>, <Operational T+20msUTC>]>

After 5 more minuteghe SASE Servigelue to the applicable Monitoring Policjetects a change
in Session parameters and issues a State Clearege This changes the SessicBtateVale to
ReEvaluate

1 Session = Example AZ-Talk, [<Initial, T UTC>, <Operationa] T+20msUTC>, <Re
Evaluate T+5min20maUTC>]>

At this pointevery Paky End Point will reevaluate the next IP Packeeceived at that Policy
End Point)for this Session and determine if a new Policy is needed. Once the new Policy is
assigned (or if no new Policy was needed), the Session State will chabgertdgional

The PolicyEnd Point received the next IP Packet in 0.53tbadsafter Session State chawge
ReEvaluate After 10ms, the SASE Servicewas abldtet er mi ne t hat new Pol i
needed.

Note: The Session Statfor a given SASE Sessiaould have multiplé®©perationaland multiple
Reevaluateentries.

1 Session = Example AZ-Talk, [<Initial, T UTC>, <Operationa] T+20msUTC>, <Re
Evaluate T+5min20mdUTC>, <Operational T+5mins66msUTC>]>

After 10 minutes oadditional time, the SASE Session transmitted the Fin, Fin Ack, Ack sequence.

1 Session = Example AZ-Talk, [<Initial, T UTC>, <Operational] T+20msUTC>, <Re
Evaluate T+5min20ms UTC>, <Operationa] T+5min566ms UTC>, <Terminal
T+15min566m3JTC>]>

At this point any subsequent IP packet that came from Actor A destined for Actor Z for Application
Talk would result in anew Session Specification ID as the current SessioBx&mpleis in the
state ofTerminal

9.3.3 Ingress IP Packet ClassificatiorExample

The SASE $ssion consists ofssequencef IP Packetshatmatch a specific Session Specification

and have a specific Session State. The ingress SASE Edge is responsible for determining if an IP
Packet is part of an existing SASE Session, if it is a new SASE Session, oriifliPipacket that
shouldbediscaded.

Essentially, the IP Packet needs to be matched to an Actor Pair, identified as belonging to one of
the Application Flow Specifications, arabsociated witta SASE Session, whether an existing
SASE Session or the start of a new SASE Session. Theododtlgy by which this is
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accomplished is beyond the scope of the document. However, two example workflohigve a
this are presented below.

Figure9i Ingress IP Packet Classification Flasvan example of the logic that could be utilized
by a SASE Service to classify the IP Packets into different SASE Seas@$BASE Edge
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The flow in Figure9, shows how the source IP of the ingress IP Packet is checked against the
SASE list ofauthorized andauthenticated Actors. If the source IP is not associated with an
authorized andauthenticated Actor, then the Identity and Access Managemegueased to
determine what should be done with the IP Packet.

If the IP Packet is associated with arthorized ad authenticated Actor, then the Actor Access
Connection Policy is triggered to determine if the proper conditions exist for the transport of this
packet. If the Actor Access Connection Policy is not satisfied, then the Identity and Access
Management iswgried to determine what should be done with the IP Packet.

The Destination IP must be reachable to process the packet via the SASE Service. If the
Destination IP is not reachable, the IP Packet is discarded.

Next the IP Packet is matched against the List of Application Flow Specifications Service
Attribute. The SASE Servicmandats that the IP Packet match one of the AFSs in the List of
Application Flow Specifications Service Attribute discardthe IP Packt.

The SASE Edge determines if the IP Packet can be classified into a known SASE Session. If this
can be done, the SASE Edge determines if the SASE Session is not in the Terminal State. If the
SASE Session, to which the IP Packet has been assodsatedhe Terminal State, the SASE

Edge will start a new SASE Session (See se&idr).

If the SASE Session is not in the Terminal State, the IP Packet is thekechagainst the Security
Policy. If the Security Policy does not block the IP pacgkets then forwarded. If th&ecurity
Policy does block the IP Packéten the IP Packet is discarded.

9.3.4 NewSASE SessiorCreation Example

A new SASE Session needs odyeatedor any IP Packet that does not match an existing Session
FigurelOis an example of a new SASE Session flow.
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The Session ID is created and the Session Specification (consisting of Actor Pair and ABS List)
recorded along with the Session Sttdueof Initial .

Next, the IP Packet is checked to ska SASEPolicy is associated with this Session. If not, the
IP Packet is discarded.

If there is aSASEPolicy, andif the SASE Policy authorizes the IP Packiben theP Packet is
forwarded. This includes checking if the IP Packet is subjectéetSecurity Policy and not
Blocked.

9.4 SASESession Forwarding

Traffic transmittecbetweentwo SASE Edgewithin the SASE Service needs to be protected and
separated from all other traffic traversing the SASE SerVikes.is requiredfor the most secure
transmission and handling of tllata in the Sessiohe connectivity between any tW®ASE
Edges MUST be encrypted

[D5] A Service ProvideSHOULD support SBWAN Service as defined in MEF 70.1
[2] for theconnectivity between SASE Edges

Note that when the tersupportis used in a normative context in this document, it means that the
Service Provider caprovide orenable the functionality upon agreem with the Subscriber.

If the SASE Edge are in different locations, 8ASE Session Forwarding Policymandatd to
direct the IP packets from one SASE Edge to another SASE BdgASE Service treatevery
individual Session discrtely. This implies that two uniqu8essionghat includethe same set of
Actors and the same set of Application Flow Specificatiarstake different paths through the
SASE Servi ce bas e dolidgs.oltns etehpossibier b SngleSesioeto tdkes
different paths across the SASE Servitee todifferent evaluation pointand changes irthe
contextor behavior aslefined by theS u b s ¢ rPolides.r 6 s

While traditional networking constructs could connect tHe88E Edge, and current Sedty
Functions could be implemented to create secure connections across traditional network
constructsthis network desigwould not provide the necessary {8#ssion performance benefits
needed for a SASE Service.

Therefore, a SASE Servioeed an advaced networking design that utilizes Policy to implement
Security Functions and networkirig optimizee ac h i ndi v i seaurgdylandSetwoski on 6 s
performanceFor this reasoma SASE Service nesdo support MEF W70.12] compliantSASE
EdgeSessiorforwarding

9.5 SASE Session Monitoring

It is important that a SASBervice identifies and monitor&essionsMany threat Actors will
attempt to find an already authenticated and author&ssionthroughwhich to infiltrate a
Subscribeis network byinjecting threats intothe already establishe8essionTo this end, the
SASE servicereatesSessiorMonitors to evalute the behavior of the Sessidrhis monitoring
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allows the SASE service to restribie set of Application Flow Specificationtsie Permissioror
Behavior of the Sessionr the TargetActors to which theSessionsre allowed tdlow.

SASESession Monitang is thelogical constructhat evaluates thEASE Sessiomparameterso
determinghe health and validity of givenSession insida givenSASE Service.

SASE Session Monitoringllows the SASE Service Providerdwaluatethe Session and trigger
SessiorState Changedor a given SASE Sessiofhis could includeconcepts like location, day
of week, connectivity requirements, etc.

SASE Session Monitoringvaluats the Session Policyparametersbased upon the applied
Monitoring Policy.

Session Policy Parameters may include the following:

1 Identity and Access Managememrolicy
o0 ldentity Risk
Identity Reputation
Roles
Capabilities
Privileges
Actor Access Connectivity
Other Identity and Access Magemen®olicy parameters as agreed between the
Service Provider and Subscriber
1 ContextPolicy
0 Temporal
A Time ofday
A Day ofweek
A Duration
0 Location
A Region
A Mobility
A Zones
o0 Other ContextuaPolicy parametersas agreedbetweenthe Service Provider and
Subscriber
1 SecurityPolicy
o0 Threat Detection, Prevention and Remediation parameters
o Data patterns
o Other Security Policy parameters as agree@tweenthe Service Provider and
Subscriber
1 Session ForwardinBolicy
o Performance Metric parameters
o UCSParameters
o Other Session Forwarding?olicy parameters as agreectlyeenthe Service
Provider and Subscriber

O O0O0OO0OO0Oo

MEF 117 © MEF Forum 2022. Any reproduction of this document, or any portion thereof, shall contain Page40
following statement:fiReproduced with permission &IEF Forumo No user of this document i
authorized to modify any of the information contained herein.



YA

SASE Service Attributes and Service Framework

9.5.1 Session State Change

Changes in the values of tBessiorPolicy parametersvhich are monitored as part of tBession
Monitoring Policy, trigger a Session Stat€hange The Session Statéalue changs from

Operationalto Re Evaluate This change in Session Statiggers each Policy End Point toe-

evaluage, upon the next IP packet receivéite SASE Policyapplied to the Sessioithis could
possibly result in a change tine Policy enforcedn the Sessian

[R44] For any change in thé&ession Policy parameteas specified in the Monitoring
Policy, theSession Stat®¥alue MUST change to the Session Statalue ofRe
Evaluate

The Session Statealue Re-evaluatefor a Session is communicated to every Policy End Point in
the SASE Service. The method for how the Session Btdtee is communicated to every Policy
End Point is beyond the scope of this document

[R45] Any Policy End Point, receiving IP packétsaSession with the Session Stéftglue
of ReEvaluateMUST initiate a reevaluation of theSASE Policies applied tthe
givenSession by the SASE service.

9.6 Security Functions

A SASE Service delivers and managesurity Functionsas specifiedby the SubscriberPolicy
for a specific SessiomheseSecurity Functions must be deployable anywhere within the SASE
Serviceto optimize the performance and security provided by the SBS¥tcefor that Session.

The Security Functionseedd for a SASE Servicare those Security Functions adapted from
MEF 88]3] as listed in sectiom.9.

The Security Functions are 6éatomicbd as they
Providers and vendorsseto create security packages such as cloud access security broker
(CASB), secure web gateway (SWG), web application firewall (WAIR, firewall. Each of these

terms is a combination of one or more of the following Security Functions.

The list ofmandatorySecurity Functionss adpted from MEF 843] and adapted by the SASE
Serviceto apply to Sessions instead of Application Flows and removed from being enforced in the
SD-WAN Service andareinstead enforced in the SASE Service.

[R46] A SASE ServiceMUST supportthe following Security Functiorn® be specifiedn
the SecurityPolicy assoiated with Sessions:

Middle Box Function (MBF)

IP, Port and Protocol Filtering (IPPF)
DNS Protocol Filtering (DPF)

Domain Name Filtering (DNF)

URL Filtering (URLF)

Malware Detection and Removal (MD+R)

= =4 =4 -4 8 9
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[R47] The Security Functions [R46] MUST comply with allmandatoryrequirements in
MEF 88[3] sections 8 and 8s applied to Sessions instead of Application Flows.

[R48] A SASE ServicMUST implement the Securitéction Lists defined in MEF 8§3]
section 7 as applied to Sessions instead of Application Flows.

If the SDWAN Service providetby the SASE Servics also a secure SYAN that implements

both MEF 70.1[2] and MEF 883], then it is quite possible that these same Security Functions
would exist both in SASE and the SWAN. How thisdouble Security Function paradigis
reconciled, and which Security Functions are done by which Servicéis t he Ser vi ce
discretion as long as the requirements in the Subscriber Roéoyet.

9.6.1 SASE Security Function Atomic Poliy

The parameters listed for each Security Function in MEH338section 6 are the Policy
components for thepecificSASE Security Function Atomic Polic{See sectiod0.5.

[R49] Each SASE Security Function Atomic PoliddUST utilize the appropriate
parameters foBecurity Functions as definedMEF 88[3] section 6

9.7 SASE ServiceNotifications

The following two subsections include t8ASE Authentication or Authorization Notification and
the SASE Security Event Notification.

9.7.1 SASEAuthentication or Authorization Notification (SAAN)

A SASE Authenticationor Authorization Notification (SAAN) is a communication of an
Authentication or Authorization event, i.e., a SAAN is issued when an Actor has been denied
access to the SASE Service due to an Authentication or Authorifaiae or when a Session is
Blockedby the SASE Policy. The SAAN is sent to the Subscriber.

[R50] A SAAN MUST be issued whenever an Actor is denied access to the SASE Service
due to an Authentication or Authorization failure.

[R51] A SAAN MUST be issued whenever a Session is Blocked by a SASE Policy.

[R52] The Service ProvideMUST store each SAAN in a secure repository for future
reference and auditing purposes.

The amount of time that a SAAN needs to be stored is agreed between the Subscriber and Service
Provider, e.g.it could be in accordance withthelss cr i ber 6 s data retent.i

with any applicable regulations

[R53] A SAAN MUST include the items listed ifiable4.
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Item Value Comments

Issuer UTF-8 [11] String' Examples: SASE Service Provid
Name

Timestamp of SAAN| Datetime Example: UT(10]

SAAN ID UTF-8 [11] String Example:Universally Unique Identifiel
[13]

Source IP Address | Human readable Example:

IPv4 dotted decimal IP address of Subject Actor
IPv6 hexadecimal strings

SASE UNI ID UTF-8[11] String Example: Universally Unique Identifie
[13]

Policy ID UTF-8[11] String Example: Policy Name

Type of SAAN UTF-8[11] String Examples: Actor Authentication failurt
Actor Authorization failure, Sessig
Policy Failure

Authentication/ UTF-8[11] String Examples: Username, Actor ID,

Authorization Failure Source/Destination IP address, Sou

Details Media Access Control (MAC) Addres
Session ID, Source/Destination pq
number

Table 471 Items to be included in a SAAN
The format of the SAAN is not specified in this document.

9.7.2 SASE Security Event Notification (SSEN)

A SASESecurity Event Notification (SEN) is a communication of a security event, i.e5S&N
is issued when a subset ofassion is Blocked or modifiday a Security FunctiariThe SSEN is
sent to the Subscriber.

The Security Event Notification needed for a SASE Serigcadapted from MEF 883] and
applies to a subset of a Session versus a subset of Application Flow.

[R54] A SSENMUST be issued whenever a subset of the Session is Blocked or modified
by a Security Functian

An example of a subset of a Session that has been modified rientlogal of an infected file
attachment in an-mail. Typically, the removed file attachment would be replaced with a message
stating that the file was infected and removed.

[R55] The Service ProvideMUST store each SSEN in a secure repository for future
reference and security auditing purposes.

1UTF-8, Unicode Transformation Format®&
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The amount of time that a SSEN needs to be stored is agreed between the Subscriber and Service

Provider,

e. g., it

with anyapplicable regul#ons

could be in

[R56] A SSEN MUST include the items listed Tiableb.

a c car to domplyc e

Item

Value

Comments

Issuer

UTF-8[11] String

Examples: SASE Service Provid

Name

Timestamp of I0C

Datetime

Example: UT(10]

SSEN ID

UTF-8[11] String

Example:Universally Unique Identifiel
[13]

Source IPAddress

Human readable
IPv4 dotted decimal
IPv6 hexadecimal strings

Example:
IP address of Subject Actor

SASE UNIID UTF-8[11] String
Policy ID UTF-8[11] String Example: Security Policy name
IOC Type UTF-8[11] String Examples: CVH19], STIX [22], CWE

[18], CAPEC[21], ATT&CK [20], RFC
7970[14].

IOC Information ID

UTF-8[11] String

Identifies the IOC based on type

IOC Source

URL for 1I0C Type

Example:CVE [19]

Type of Compromise

UTF-8[11] String

Examples: Known  vulnerability
breach, data leakage, abuseasiources
jacking, where to find more informatiq
on breach.

Compromise Details

UTF-8 [11] String

Examples: Username,

Source/Destination IP address, Sou
MediaAccess Control (MAC) Addres:
neutralized URL, neutralized doma
name Malware, Source/Destinatio
port number, or anomalous behavior.

Action Taken

UTF-8 [11] String

Examples: informational, quarantine

Blocked, or Malware removed.

Table 57 Items to be included in a SSEN

The format of the SSEN is not specified in this document.

This document mandates that the WRInd domaimames listed in the SSEN be neutralized. It
also recommends the use of square brackets, which are reserved characters in REZ],3886

neutralize a domainameor URL in a SSEN. Foexample, if the compromised detail includes
www.domain.tld the SSEN would sed it as www][.Jdomain[.]tld

MEF 117
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[R57] Any domainnameor URL in a SSENMUST be neutralized.

[D6] The method for neutralizing the domain name or URL in a SSBRULD use
square brackets around each period.
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10 Policies

10.1 SASEPolicy

A SASE Policy isa Composite Policyas defined by MEP5.0.1 [4] AmendedPDO model
utilized in a SASE Service and applied to a given Session

[R58] A SASE PolicyMUST be a Composite Policy.
[R59] A SASE PolicyMUST comply with the mandatory requirements in M&5:0.1 [4].

Since SASE Service incorporates a Zero Trust Framework, the Policies within a SASE Service
need to comply wh the requirements as defined in MEES[5].

[R60] A SASE PolicyMUST comply with the mandatory requirements in MEE3 [5]
sections 13 and 14.

[R61] A SASE PolicyMUST include exactly one of each the following Policies:

Identity and Access Management Policy (IdAMP)
Context Policy

Security Policy

SessiorForwarding Policy

Monitoring Policy

Notification Policy

=4 =4 =8 -4 -4 -2

Each Policy within a SASE Policy(e.g., SecurityPolicy or Identity and Access Management
Policy) aredefined independently and then referenced by the SASE P¢bee sectioB for the
Service Attribute Lists of Policies)

Unless specifically stated within this documenhether these independently defined Policies are
Composite Policies or Atomic Policies lbeyond the scopd this document

The Atomic andComposite Policystructure allows foa methodto re-use Policies This allows
Atomic Policies to be utilized imany different Composite PoliciesThis leads to aedudion in
the needo redefinethesame values across multiple Policies.

A SASE Policy provides details on how Ingress and Egress IP Packets associated with each
Session should be handled by the SASE Service, providing rules concerning security, performance,
forwarding and others.

A SASE Rlicy might include othePoliciesnot defined in this document.

The SASE Policy is referenced by the SASE Service and applied to a given SASE Session.
Therefore, it isnandatd that a SASE Policy have a unigdentifier.

[R62] A SASE PolicyMUST have a unique identifier.
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In addition each individual Policy that makes up a SASE Pdiilsp has ainique identifier.
Requirements for this uniqueness can be found iniedohdual Policy section belowAny SASE

Edge needs to be able to wsey SASE Blicy from the List of SASE Policies Service Attribute

The method for distributing these SASE Policies to the SASE Edge is beyond the scope of this
document.

10.2 Policy Execution Order

In a SASE Serviceghe order in which the Policies within the SASE Poli@eds to be properly
identified to assure the appropriate execution of the Polithesefore, a Policy within the SASE
Policyis assigned a Policxecution Order.The Policy Execution Ordés the value for order of
processingvhere the highest valusprocessedirst.

[R63] A Service ProvideMUST indicate to the Subscriber tipessiblevalues for Policy
Execution Order

[R64] All Policies within a SASE PolicUST have a Policyexecution Order
10.3 Identity and AccesdManagementPolicy

Identity and AccessManagementPolicy (IJAMP) is the set ofcriteria needée to properly
authenticate the identity of a given Ac@mndauthorize that Actor to utilize the SASE Servitae
Identity and Access Management Policy is also responsible for enforcingctbe Access
Connection.

Since the Identity and Access Management Policy will be utilized in many SASE Policies, the
IdAMP needs a unique identifier

[R65] TheldAMP MUST have a unique identifier.
As the name implies, the ldentity and Access Management Potoyniposed ofttreefunctiors:

1 Actor AuthenticationFunctioni Authenticatingthe Identity of a given Actor.
1 AccessAuthorizationFunctioni Authorizingagiven Actor to utilize the SASE Service.
1 Actor Access Connectioinassuring the secure Actor Acsds the SASE service.

The IdAMP is executed first in a SASE Service. This alfowanly Actors who have been

authenticatedauthorized, and with proper Actor Access Connection to access the SASE Service.
Therefore, the Policy Priority of the IJAMP needs to be the highest possible value.

[R66] The Policy Priority for IlAMPMUST be the highest possible valfkighest
priority) for theSASE Service.

The order of execution for the other Policies within the SASE Policy is at the discretion of the
SASE policy as built by the Subscriber and implemented by the Service Provider.
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10.3.1 Actor Authentication Function

The Actor Authentication Functioms the set of necessary criteria to properly identify the Actor.
TheActor Authentication Function utilizes an Identity Provider to validate the identity of a given
Actor.

[R67] The ldP within an IJAMPMUST be a value from the List of Identity Providers
ServiceAttribute.

The Actor Authentication Function utilizethe parameters of the IdP to send the appropriate
credentials to the 1 dP and t hen uidentityhasleeent he | c
validated

Examples of Actor Authentication Function parametersould include options such as
credentialsinetime passwords, muifactor authentication, password complexity, certificates,
and others

[R68] An IdAMP MUST include arActor Authentication Function.

10.3.2 Actor Access Autlorization Function

The Actor Access Autbrization Function utilizes parameters returned by tdE bnd the
satisfaction of the Actor Access Connection parameters to determine to grant Actor Access to the
SASE Service.

The IdP parameters utilized by thctor Access Autbrization Function include, but are not
limited to:

Identity Riski the risk associated with a given Actor

Identity Reputatiori the reputation associated with a given Actor

Authentication Method

Rolesi This indicates the list of provideadles for a given Actor

Capabilitiesi This indicates thset ofinherentor advertised capabilities of a given Actor
Privilegesi this indicates theet ofauthorizedcapabilities of a given Actor

= =4 =4 -8 9 -9

The inclusion of these parameters in the IdABKEpendsont he Subscri ber s SA
Which parameterareavailable for SASE Policies is an agreement between the Service Provider
and Subscriber.

[R69] An IdAMP MUST include anActor Access Authorization Function.

This Actor Access Authorization Function onlyetermines if the Actor is permitted to utilize a
SASE Service The SASE Policiesuthorize the individual Session to perform the particular
action requested by the Subject Actor on the Target Actor.

10.3.3 Actor Access Connection

Since the Subject Actor Accessihection and Target Actor Access Connectiarry Subscriber
traffic and are outside the SASE Service Provider Domain, they may be considered vulnerable.
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Therefore, the Subscriber can set Policies within the SASE Service that specify the type of
encryptio (e.g., None; TLS 1.P14]; IPSEC) of traffic accepted from or transmitted to the Actor.

For the Subject Actor (whicltilizesthe SASE Service) the Subscridally controls the Actor
Access Connection. If the IJAMP does not permit the Actor Access, then the Subject Actor does
not gain access to the SASE Service.

[R70] The SASE ServicBIUST secure the Subject Actor Access Connection.

Since the Target Actor, in many cases is outside of the direct control of the Subscriber or Service
Provider, the SASE Service cannot mandate a secure connection. The Subscriber can only control
whether to allow access to a Target Actor which refusesdencrypted connections.

[D7] The SASE ServicEHOULD secure the Target Actor Access Connection.

[R71] The SASE ServicMUST support the use of TLS 1[24] to secure the Acto
Access Connection.

[D8] The SASE ServicEHOULD support the use of IPSEC to secure the Actor Access
Connection.

The SASE Service Provider may also default to a specific encryption type on Actor Access
Connections wherthe SubscribeliSASEPolicy does nospecify explicitly an encryption typéor
a givenSession between Subject Actor and Target Actor.

[R72] The SASE ServieMUST meet the mandatory requirements of TLS 1.2, per RFC
5246[14].

[R73] The SASE ServicdlUST meet the mandatory requirements RFC 8446 [17]
section 9.3 (Protocol Invariants).

[R74] TheTLS version utilized by &ASE ServiceMUST bea value of the List of SASE
Supported TLS Versions Service Attribute.

[R75] Thecipher suites utilized by BASE ServiceMUST be a value of the List of SASE
Supported Cipher Suites Service Attrihute

[CR1]<[D8] The SASE Service Provid®UST provideto the Subscriber a list of all
IPSEC security options supported by the SASE Service.

[CR2]<[D8] The IPSEC security options utilized by a SASE SerMtéST be a value
of the List of SASE Supported IPSEC Security Options Service
Attribute.

In many instances, the Subscriber may wish to establish Policy for what sort of encryption and
cipher suites will be allowed fapecificSASE Sessions. Therefore, the SASE Service Beovi
needs to utilize Policy to enforce the Subject and Target Actor Access Connections.

[R76] An IdAMP MUST include an Actor Access Connectivigolicy.
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The exact implementation details of what connection type, encapsulation mechanisms and
encryption mechanisms (not previously dictated by this document) are beyond the scope of this
document.

10.4 Context Policy

Context Policy is a set afiteriathat influence the abbrization of a given Session within a SASE
Service. TheContextPolicy influences whether the individual Session is authorized to proceed.

[R77] TheContextPolicy MUST have a unique identifier.

[R78] The Policy Priority value for aContextPolicy MUST be lower tharthe IdAMP
Policy Priority value.

The Contextriteriacan be defined as the following:

1 Temporal
o Time of day
o Day of week
0 Duration
1 Location
0 Zones
o Mobility
9 Other Contextriteriaas agreed by the Service Provider and Subscriber

[R79] A ContextPolicy MUST include a set of emporal criteria

Temporalcriteriamay be the time of day, the duration dd@ssion, or even the day of the week.
Perhaps certain information usavailable on the weekends or certAipplications are restricted
during business hours. Or perhafise Subscriber wishes to control how long a Session is
permitted before timing out.

[R80] A ContextPolicy MUST include a set ofocation criteria

Due to manyndustrial, governmentabnd Subscriber regulationst the location, for which a
given set of information may be located, accessed, transported, or utilized, may need to be
restricted or constrained by any Policies that grant access to said information.

While there are many methods to establish location (such a®gpn, network location, IP
location, etc.), the actual method for determining location is beyond the scope of this document.

Mobility indicates if an Actor(either Subject or Targe@isso@ted with a given Session is
permitted to change location.

It is not expected that a traffic camera attached to a traffic light at a given location would move.
However, a dashboard camera on a fire engine would be expected to move. In both cases, the
Subgct Actors are camerasheymay be classified in the same Application Flow Specification as
Video, but only one of the Sessions would be expected to allow Mobility.
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10.5 Security Policy

A SecurityPolicy is aCompositePolicy consisting of an Atomic Policy f@ach Security Function
needé by the SASE Policy for a given Session

[R81] The Security PolicyUST have a unique identifier.

[R82] The Priority value of aSecurityPolicy MUST be lower than the IdAMP Policy
Priority value

Security Policy contasone or morétomic Policies foiSecurity Functions from the List 8IASE
Security Function$§ervice Attribute

[R83] The Security PolicyMUST containat leastone Atomic Policy associated with a
valuefromthe List of SASESecurity FunctionService Attributgsee SectioB.14).

The actual implementation details of where the specific Security Functions are placed within the
Service, the method for Service Chaining muétiSkecurity Functions, and the particular operation
of a Security Function, is beyond the scope of this document.

10.6 Session ForwardingPolicy

A Session Forwardingolicy is a set otriteriathat determineghe forwardingand performance
requirements that influence how a given Session traverses the SASE SéreBessiorForward
Policy dictateswhich UnderlayConnectivityServicea given Session follosfrom oneSASE Edge
to the nexSASE Edgewithin a SASE Service.

[R84] TheSessiorForwardPolicy MUST have a unique identifier.

[R85] The Policy Priority value of eéSessionForwardPolicy MUST be lower than the
IdAMP Policy Priority value

The exactimplementation details of whainderlay Connectivity Servicetype, encapsulation
mechanisms anencryption mechanisms are beyond the scope of this document.

Whena SASE Servicatilizesan SDWAN Service, as defined in MEF 70.1 [2], the SASE Service
List of Application Flow Specifications Service Attribute needs to be a subset of H#vg/AD
SWVC Listof Application Flow Specifications Service Attribute so proper IP packet classification
can happen in bottme SASE Service and the SBAN Service and appropriate Subscriber Policy
intent can be realized.

[CR3]< [D5] The values in the SASE Service List of Application Flow Specifications
Service AttributeMUST be a subset of the values in the-BIAN
SWVC List of Application Flow Specifications Service Attiile.

When an SBWAN Service is utilized by the SASE Service, fr@wardingPolicies in both SB

WAN and SASE need to be synchronized so the proper handling of the IP packet can be assured.
Therefore, the Session Forwarding Policy in a SASE Service reedmply with the Application

Flow Policies in an SBWAN Service.

MEF 117 © MEF Forum 2022. Any reproduction of this document, or any portion thereof, shall contain Page51
following statement:fiReproduced with permission &IEF Forumo No user of this document i
authorized to modify any of the information contained herein.



YA

SASE Service Attributes and Service Framework

[CR4]< [D5] The Session Forwarding PolisUST comply with the SBWAN Policies
(as defind by MEF 70.12]) assigned to the Application Flows in the
SASE Session Specification of a SASE Service

Where a SASE Service does not utilize arn\WBN Service, the Session Forwarding Policy would

still needto determine the proper method to transmit the IP packets from one SASE Edge to
another. However, the methods used in this situation are beyond the scope of this document. Itis
strongly suggested that an SIDAN Service be utilized within a SASE Service.

10.7 Monitoring Policy

SASEMonitoring Policyis aset ofcriteriafor continuallyevaluatinghe SASEPolicy parameters
as tochangesn those parametersriggeiing Session State Changes, amdere appropriate,
subsequent SASE Policy selection for a giveession as it traverses the SASE Servide
Monitor Policy dictates the time frames for evaluation of changesSI®WSE Policy parameters
which SASE Policyparameterswill trigger State Changes anghen the SASE Service must
initiate re-evaluation of th&sASE Policy, for a given Session.

[R86] TheMonitor Policy MUST have a unique identifier.

[R87] The Policy Priority value of aMonitor Policy MUST be lower than the IdAMP
Policy Priority value.

The actual implementation details of what is contained ifMibiaitor Policy is beyond the scope
of this document.

10.8 Notification Policy

Notification Policy is aset ofcriteria forsending Notificationso the Subscribeaboutevents (i.e.,
someexamples) wthin the SASE service. Theddotifications might contain changes to Policy,
changes to Security Functions, reports of issues with the SASE Service, or information about
Sessions which were blocked as part of a SASE Policy.

[R88] The Notify Policy MUST have aunique identifier

[R89] ThePolicy Priority value of aNotify Policy MUST be lower than the IJAMP Policy
Priority value.

[R90] A Notification PolicyMUST include criteria for sending a SAAN.
[R91] A Notification PolicyMUST include criteria for sending a SSEN.

The Notification Policy needs include the recipients to receive this Notification. Howbkeger
Subscriber may nahandatehat aNotification be senin some cases In this case, thescipient
value ofNoneexists. The value ofNoneindicates that no notification iseedd for this SASE
Policy.

[R92] Recipientvalue ofaNotify Policy MUST beNoneor avalue from the List of SASE
Notifications Recipients Service Attribute
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[D9] The Service ProvidésHOULD support the abilityd configure different Recipient
value for each Notification Policy criteria.

[D10] The Service ProvideSHOULD support the ability to configure a different
Timestamp for each Notification Policy criteria.

10.9 SASEEdgePolicy Map

TheSASE EdgéPolicy Map specifies thSASEPolicies assigned to Sessions at Policy End Boint
The value of theSASE EdgePolicy Map is a noempty list of 2-tuples of form $es®nID,
AssignedPqlwhere:

1 SessionlDs the unique identifier for a SessidR40]).
1 AssignedPois a2-tuple ofform (SASEpolNametimestamp.

where:
0 SASHpolNames aSASE Policyidentifier as defined in sectioh0.1
o timestamps the time when th8 ASE Policywas assigned to tHgession
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Appendix A SASE Session Flow Examples

A.1  Session Flow via SecuritySASE Edgewith subset ofSecurity Functions at Subject
and Target SASE Edge

A.2  Session Flav via Security SASE Edgewith Security Functions at SubjectSASE Edge
but not at Target SASE Edge
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